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Abstract—Fog computing is a promising comput-
ing paradigm that provides computing services close
to end-users at edge of the network. Therefore, it
supports large-scale, geographically distributed and
latency-sensitive applications. However, due to its un-
trusty nature, numerous security challenges must be
overcome. The integrity verification of the data in fog
computing context is one of the main challenges to
tackle. Indeed, most of existing solutions consider a
centralized data storage context, and usually rely on a
trusted third party to check data integrity. However,
these approaches are not suitable for fog computing
architecture, since the data is stored in a dynamic and
a completely distributed manner.

Motivated by these challenges, we propose in this
paper, a new efficient public verification scheme that
protects the integrity of the data in fog computing
architecture. Our scheme secures data integrity and
authenticity based on the short integer solution SIS
problem and the identity-based signatures. In addition,
it allows to efficiently verify the integrity of data, even
when it is separately shared on multiple servers. This
verification can be performed by any end-user on the
architecture, and without relying on any trusted third
party. Finally, we show through extensive simulation
that our solution is highly effective and outperforms
existing solutions.

Index Terms—Data integrity, Fog computing, Secu-
rity, Lattice-based cryptography, Distributed networks

I. INTRODUCTION

Fog computing is a new paradigm that aims to extend
cloud services to the edge of the network. While the cloud
is known as a centralized system, fog is a distributed and
decentralized infrastructure [4]. In fact, this infrastructure
has the ability to support and manage a large amount
of shared information in distributed manner. In addition,
with the significant processing power of fog servers, it
is also known as an intelligent gateway that offloads to
the cloud. Therefore, it enables more efficient data stor-
age, analysis, processing and improves quality-of-services
(QoS) for streaming and real time applications. As fog
computing is still in its infant stage, it faces many security
challenges due to its distinct characteristics [12], such as
large scale geo-distributed nodes and low latency.

One of the most serious concerns in the fog is that
users are unsure of the the integrity of their data. In-
deed, according to the current fog computing paradigm,
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the fog servers layer is mainly constituted of equipment
that are close to end-users, but that do not necessarily
implement robust security mechanisms [2]. Therefore, it
is very difficult to have trust on these servers. Moreover,
given the huge flows of communications and exchanged fog
architecture, it is very difficult to permanently verify the
integrity of one’s whole data. Therefore, it is more suitable
to have an integrity verification mechanism that allows
to verify the integrity of the whole data by randomly
checking few of its blocks.

Academic contributions allowing data integrity verifica-
tion are generally divided into two categories [11]. In the
first one, only the data owners can perform the integrity
verification (private verification), while in the second one,
other entities may challenge storage servers and verify
data integrity (public verification).

Usually, Merkle Hash Tree (MHT) is the most used
method to protect the integrity due to its simple design
and efficiency [18]. This design is based on the tree
structure, which is built from the leaves to the root. Thus,
the user is able to verify the authenticity and integrity of
the data block based on the root signature. This solution
becomes however time and memory consuming, if we
manage large amounts of data fragmented into multiple
data blocks. Furthermore, traditional methods such as
bloom filter [6] have mainly focused on data integrity
verification of static data. However, a limited attention has
been given to the importance of considering the possibility
of dynamic data updates in integrity verification.

In addition, in a public integrity verification system,
data owners are not always available to respond to data
consumer verification queries. Therefore, for practical rea-
sons, owners can delegate this task to a trusted third-
party auditor (TPA). However, the design of TPA model
usually considers a centralized service, which does not
meet the requirements of high frequency distributed data
verification in fog computing. In fact, this would result in
a significant loss of time to properly satisfy verification
requests within the fog computing architecture.

To overcome these problems, we propose a new public
integrity verification scheme for data shared in a dis-
tributed fog computing architecture. Our scheme is secure
and reduces data integrity checking latency. In addition,
it facilitates public data access, and does not require the
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intervention of the data owner or any Third party auditor.
Moreover, it considers both static and dynamic data shar-
ing cases. Our paper presents the following contributions:

o We propose a new data structure based on the SIS
problem and identity-based signatures to enable effi-
cient data fog integrity checking.

e« We construct a new publicly verifiable scheme to
check the integrity of the fog data that supports
dynamic operation.

o We propose a scheme that reduce storage and commu-
nication overhead between network components com-
pared to Public Key Infrastructure based solutions.

The remainder of this paper is organized as follows:
related works are summarized in section II. In section
ITI, we detail the Background. In section IV we present
the proposed approach. In section V, we give a security
analysis. In section VI, we evaluate the performance of our
solution. Finally, in section VII, we conclude the paper.

II. RELATED WORK

Most of the data integrity verification techniques pro-
posed in the literature, focuses on the architecture that
supports cloud computing, while few solutions that have
been proposed for distributed architectures. To ensure
integrity, authors [17] have based their solutions on the
use of Counting Bloom Filter CBF to support dynamic
operations on the data. However, this solution is limited
because of the BF which is known for its false positive
failure, where there is a chance of getting an erroneous
response when searching a message. Authors [9] proposed
a new publicly verifiable scheme namely Position-aware
Merkle Tree (PMT) to resist integrity attacks by con-
structing some positional parameters in each node, they
also proposed a rigorous security proof on the PMT. How-
ever, this design requires the CSP to transfer the Auxiliary
Authentication Information AAT of each contested block
to the auditor, which leads to high resource consumption.
Authors [14] proposed an approach based on MHT, BLS
signature, and bilinear mapping to verify the integrity of
the stored data in the cloud. The user creates the MHT
based on the block signatures, calculates and signs the
root, and then delivers the signed root, file and block
signatures to the server. Throughout the audit process,
the user selects a random group of blocks and provides the
block numbers to the server. The server responds with the
hash values of the blocks to be validated, the signed root
and the siblings hash values. It enables public auditability,
remote data integrity, and dynamic operations support.
Authentication on peer-to-peer storage networks was ad-
dressed in [13], where a distributed hash table model
based on the MHT was applied. However, they did not
implement their solution and did not experimentally test
its effectiveness. The blockchain has been used as a way
to save the history of transactions made on cloud-based
content. Since the blockchain is public, all nodes in the
blockchain network can verify data using pseudonymous

identities on the blockchain [8]. Indeed, the blockchain
is known by its distributed aspect and it uses MHT to
protect the integrity of a single block of data at a time.
Therefore, we can notice that the MHT is not distributed
but it is used in a distributed context like in blockchain.
Whereas in the context of fog computing, we have the
advantage of saving data blocks in a distributed way.
Thus, this will pose a problem in terms of computation
and memory management, including with MHT.

Due to the nature of fog computing, the data is constantly
queried in the fog servers and is constantly modified,
hence it is vulnerable to forgery attacks, for this purpose
a lattice-based incremental signature scheme based on
the SIS problem was proposed [15]. Thus, it provides
an incremental authentication scheme of the updated fog
data while maintaining the public key size and signature
length within an acceptable range. They also minimized
the computation time by using parallel computing. How-
ever, the use of these schemes is not efficient because
they do not prevent the spread of the old signature when
creating the new one. An interesting publication proposed
in 2019 [16], which addresses the problem of data integrity
verification in the cloud, where they proposed a framework
for data sharing in cloud computing and proposed a public
verification scheme preserves user identity traceability and
privacy. However, their scheme is based on a TPA which
is a source of limitation in terms of communication time
loss when there will be multiple integrity verification
requests in the network, as well as its vulnerability in the
architecture as a central server for integrity checking.

III. BACKGROUND

In this section, we present some security aspects that
will be exploited in our scheme.

A. Lattices

To start with, we consider the shortest independent
vector problem SIVP that is described as follows:

With a lattice L of dimension n, SIVP consists of finding
the n linearly independent vectors {vy, ..., v,} € L and
let maz;| vi|| < p - Ap(L), where p > 1 is a function of
dimension n. However, this issue is known to be NP-hard
for any approximation factor u < O(1) [3].

B. Short integer solutions problem (SIS)

The SIS problem has been defined based on Ajtai’s
work [1] as follows :

Let [ and g be integers, where [ is the primary security
parameter and usually ¢ = poly(l), and let § > 0. Given
a uniformly random matrix A € Zflxm and m > lloggq, it
is hard to find a nonzero integer vector z € Z™ such that
Az =0 mod q and ||z|| < B (where ||.|| denotes Euclidean
norm).

Based on the hardness of SIS, the authors in [10]
has then proven that given the same parameters as SIS,
fa(x) = Az mod q is a collision resistant function.
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C. Bilinear Maps

Let Gy and G; be two multiplicative cyclic groups of
prime order p. Let P be a generator of Gy and e be a
bilinear map, such that e : Gg x Gy — G,

The bilinear map e has the following properties:

Bilinearity: for all U, V € Gy and a, b € Z,, we have:
e(a.Ub.V) = e(U, V)2

Non-degeneracy: e(P, P) # 1.

We say that Gy is a bilinear group if the group oper-
ation in Gy and the bilinear map e are both efficiently
computable. Notice that the map e is symmetric if
e(a.P,b.P) = e(P, P) = e(b.P,a.P)

IV. PROPOSED APPROACH

In this section, we present our proposed scheme that
verifies the integrity of published data blocks in a dis-
tributed Fog computing architecture.

Our protocol benefits from the hardness of SIS problem
to ensure the integrity of our data. Therefore, data owners
will first structure their data blocks using a collision
resistant function that we build according to SIS hard
instances. The data blocks may then be separately shared
on multiple fog servers. Furthermore, our scheme allows to
authenticate any data shared in the architecture through
a secure Identity Based Signature (IBS). Thus, the owner
need to store a signature for the whole data in each fog
server. On the other hand, any data consumer is able to
verify the data block by comparing the result of running
our collision resistant function on the received data and
the one checked using IBS verification.

A. Architecture design overview

Our distributed architecture is divided over several
zones. In each zone, we have the following components:

a) Identification servers: responsible for the manage-
ment of security in a given zone. Therefore, all security
parameters and cryptographic materials will be generated
by these entities. In our protocol, we consider these servers
to be fully trusted.

b) Fog servers: which provides the data storage ser-
vice. Each server is then responsible for storing users
data, as well as responding to data access requests. In our
scheme, we consider fog servers to be curious but honest.

¢) End users: we can distinguish two types of end
users: data owners and consumers. Data owners can share
their data blocks anywhere on the fog servers and in any
zone, where they are connected and identified. On the
other hand, consumers can navigate between zones and
access data from the zone they are connected to. In our
protocol, we consider that users may act maliciously.

B. Model

The proposed model consists of the following steps:

1) Setup phase:

e Let Gy and G be two multiplicative cyclic groups of
prime order p and P be a generator of Gy.

e Let e be a bilinear map defined as follows e :
Go — G4

o Let Hy, Hy and Hj3 be three hash functions defined
as follows: Hy : {0,1}*— > G that maps identities
to elements in Go, Hy : {0,1}*~ > Z* and Hj :
{0,1}*— > {0,1}*

e Let n,m,q be integers chosen according to SIS secu-
rity parameters (see I1I-B)

e Let I be a uniform random number generator [7]
defined as follow: I,,41 = (al,+C,) mod ¢q, Cpp1 =
(al,+C,) div q. Where the unique integers a, I,,, C,,
€ Zg, the starting values Iy and Cj are the seed, a is
the multiplier, ¢ is the base and C), is the carry.

GQX

Each identification server IS5 generates some security
parameters related to its own zone, as follows:

e Choose a master secret key MSK, = t, where ¢
randomly in Z} and compute the public key of the
zone as PK, =1t.P.

o Publish the zone’s public key as PK.

2) Identification phase: in order to share and protect
the integrity of data in zone;, the owners must perform
an identification with the server ISs. The goal is to verify
the owner’s identity in order to provide him the keys used
to sign shared data. To do so, we run the following steps:

e The owner O,, sends his identity to the server IS;.
o Upon the verification of the owner O,,’s identity, IS,

computes a secret key for O,, as Srp,, = t.H1(ID,,).
e IS, sends Srp, to O, through secure channel.

Since our solution aims mainly to ensure integrity, we
assume that identification servers have a secure method
to verify data owners identities. However, how this verifi-
cation is done is out of the scope of our paper.
3) Data sharing: in order to ensure the integrity of their
data, data owners proceeds as follow:
a) Public parameters preparation:

e Choose randomly the parameters Iy,a,Cy of the uni-
form random generator I (defined among the public
parameters in the setup phase).

o Using I, generate a matrix A € Zfl*m (with I, m, g sat-
isfying the Ajita SIS conditions (mentioned in II1-B)),
where A = {{I1,Io...; I}, ooy {La=1)emt15 s Lixm } }-
b) Data matriz construction: Given the security pa-

rameters (I,m, ¢) and the matrix A defined in the previous
section, the data D constituted of N blocks D={D;, Ds,
..., Dn}, and the hash function Hj : {0,1}*— > {0, 1}

o Split the N blocks into A=m/\ groups one after
the other. Therefore, the data will be ranged as
D = {DGy,...,DGy/a}, where we have for instance
DGy = {Dq,...,Da}. For sake of simplicity for the
readers, we consider in that N/¢ is an integer.
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Fig. 1: Matrix X construction.

o For each block D; in each group DGj,j € {0, N/A},
inject the bit sequences of Hz(D;)=h; into the vector
x; as shown in figure 1.
In case the number of data blocks is small and we
cannot fill the whole vector x;, we just complete the
remaining cells with zeros.

o Construct a matrix X, such as X=[z1, x2, ..., Tn/a].

o Compute V=A*X mod ¢, where V=[ v1, vz, ...,un/a]

and ¢ is a prime number.

The resulting matrix V ensures the integrity of the
blocks injected into X according to SIS problem. Indeed,
V' is the result of the multiplication of the matrix A, that
we generate using the uniform random generator I; and
the data matrix X constructed of small entries. Thus, the
matrix V is a unique result that is resistant to collisions,
since it meets SIS security conditions.

As we can notice, the size of the matrix V may in-
duce a considerable overhead in terms of storage and
communication. In addition, it may lead to perform more
computation to verify the integrity of data blocks.
Therefore, to decrease this overhead, we reduce the matrix
V into a single vector v, such that v, = V % u, where u is
a random vector having N/A entries in Z.

¢) Signature generation: in order to securely share its
data, the data owner O,, uses his identity I D,, to generate
an identity based signature (based on Hess signature [5])
as follows:

o Choose a random P; € G, and a random k € Z

o Compute r = e(P, P)*

o Compute w1 = Ha(vy, parama, u;,r). Note that,
uj is the cell corresponding to the group DG,
(where the block D; has been ranged) in wu, and
parama=(Iy, a, Cp).

o Compute wy = w1.Srp,, + k.P1

o The signature of the data is then o = (wq,ws)

e For each block D; in each group DG}, keep a vector
vP?, such that vP'=(A*X; mod q)*u, where in X; we
copy the entries of X and replace by zeros the entries
corresponding to the i'" block. (see Figure 2)

The construction of our protocol allows the data owner
O, to securely share his data blocks in a completely
distributed manner in different fog servers.

To do so, in each server where some data blocks are
shared, O, stores parama, ID,, and the data signature
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Fig. 2: Construction of the matrix X» and the vector z’.

o. In addition, O, shares for each data block D;, the
following information: (i, D;, v"*, Uj).

Note that in the original construction of SIS [1], the
matrix A is stored with data. As a result, the storage
overhead of A becomes high, since A has a large size due
to the security parameters (I,m,q). However, in our solu-
tion the storage overhead is very low. Indeed, rather than
storing all the values of A, in our protocol we only share
paramy that contains the uniform random generator [
parameters. Consequently, we reduce the overhead while
being able to reconstruct A when needed.

4) Integrity verification: in our protocol, end users are
able to verify the integrity of any data block that is shared
in the architecture. Thus, given the block owner identity
ID,,, the public key of the identification server PK, the
data signature o and the requested block D; along with
its corresponding security parameters (vD ¢ uj, parama),
the verification is done as follows:

« Construct a vector 2’ € {0,1}™ that contains Hs3(D;)
in the positions corresponding to the block D; and
zeros everywhere else. (see figure 2). We recall that
Hj is defined as Hz : {0,1}*— > {0,1}*

o Reconstruct the matrix A using parama.

« Compute (A * 2’ mod q) *u; =v'.

« Compute v”, such that v” = v/ + 0%,

o Compute ' = e(ws, P).e(H1(ID,), —PK)""

o If wy = Hy(v”, parama, u;,r’) then the block is valid.

C. Dynamic operation

The owner has the right to delete or to modify the
blocks D; and its associated metadata.

1) Data deletion: to delete the block D;, the owner
must apply the following steps:

« Create a vector z’ that contains zeros everywhere
except in the cells that support Hs(D;).

« Compute the vector v;=(A 2’ mod q) xu;, where u;
is the cell corresponding to D; in the vector wu.

o For each remaining block D,., update the vector v
as vPr = UDT—U;.

o Compute a new v; as v;zvu—v;.

2) Data modification: to update the block D; by a D,

the owner must apply the following steps:

D,

¢ Run the data deletion phase.
« Construct a new vector 2’ using the new block D;.
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o Compute the vector v;:(A x ' mod q) * u,;.

o For each remaining block D,, update the vector v
as vPr = vPr o,

o Compute a new v; as v;:vu+v;.

D,

3) Data insertion: to insert a new data block D}, the
owner must apply the following steps:

o Check if there are empty cells in the matrix X, where
i < [N/A]. If not, add a new cell u(yy1y/a in u.

o Construct a new vector x’ using the new block D;.

o Compute the vector v;:(A * 2’ mod q) * u;.

o For each remaining block D,., update the vector v
as vPr = UD’"—I—’U;.

e Add a new vector ng:Uu

o Compute a new v; as v;zvu—&—v;.

D,

Finally, for all the operations above, the data owner
generates a new signature o using the new vector v,,.

V. SECURITY ANALYSIS
A. Impersonation attack

Our protocol uses an identity-based signature scheme to
guarantee the identity of data owners who share or modify
the data blocks in fog servers. If an attacker impersonates
an owner’s identity, it will need to recover the private key
of that user. In that case, the attacker needs to be able to
produce a new signature using the identity of the owner
or to forge an existing one.

In the first case, that would mean that the attacker is
able to recover the master secret key of the identification
server (IS), and then use it to generate a private key
with the owner’s identity. Therefore, as long as the master
secret key of the IS is kept secret, only one option remains
to explore. This option consist of recovering the MSK from
the public key of the IS. However, this will require to solve
the discrete logarithm problem in cyclic groups, which is
supposed to be hard. In the second case, the attacker need
to forge an existing signature. However, in our scheme we
a signature that has been proven to be secure in [5].

B. Attack on data integrity

The attacker may seek to alter data blocks or their
associated parameters by deletion or modification. How-
ever, as discussed above, forging the signature associated
with the data is a hard task. Therefore, an attacker may
try to modify the data while keeping the same signature.
Since the owner will generate a signature using the v,
(see section IV-B3c), the attacker best option is to alter
the data in a way that he finds a matrix X’ such that
fa(X") = Ax X’ will still be equal to v,. However, in
our scheme, u, is computed using a one way function f4
that is, according to SIS problem, resistant to collisions
[10]. Therefore, finding such matrix X’ means that SIS
problem can be broken since a collision has been found.

VI. PERFORMANCE EVALUATION

In this section, we evaluate and compare the perfor-
mance of our protocol with MHT and BF. To do so, we

have run a simulation in which we consider two type of
processes, one for data owners and the other for data
consumers. Both processes share and access data into a

virtual fog server. Table I shows simulation settings.
Table I: Simulation parameters
Simulation parameters Value
Number of rows | of A 64
Number of column m of A (m > 211lg q) | 1536
Value of q =12 4099

A. Number of calculated hashes

Figure 3 shows a comparison between our scheme, MHT
and BF in terms of the number of hashes calculated for
each method. As we can notice, the number of hashes com-
puted in the three schemes grows linearly according to the
number of data blocks. Whereas, our solution generates
less hashes since we generate only one hash per block.
As for the BF, the number of hashes generated per block
varies depending on the choice of security parameters.
Increasing this number will minimize the probability of
false positives, but it will have a direct impact on the
performance of this solution. Note that, in our simulation
we used three hashes per block. Finally, in MHT, we have
to compute hashes for each block. These hashes constitute
the leaves of a tree. After that, intermediate hashes are
computed up to a root node, where each intermediate
node up in the tree is the hash of its respective children.
However, by increasing the number of blocks, the size of
the tree grows, which complicates its management.

B. Integrity verification latency

Figure 4 shows a comparison between our scheme, MHT
and BF in terms of the required time to apply the integrity
check of a block. We notice that for some data blocks,
other solutions have better results. In addition, We notice
that our solution has an almost stable variation even if
the number of data blocks increases, since we need to
recover only the data block and its associated parameters.
As for the MHT, some of the data blocks and their hash
combination are required to reconstruct the tree, which
results in a higher waste of time. Regarding the BF,
we notice that we approach its performance when we
reach a high number of blocks. Moreover, our solution is
deterministic while it is approximate for the BF.

C. Block modification latency

Figure 5 shows a comparison between our scheme and
MHT in terms of the required time to apply a change to a
single block of data. We notice that our solution performs
better than MHT, especially when the number of data
blocks increases which implies the growth of the tree and
complicates the modification. But in our solution, we only
need one block of data and its corresponding metadata
that we modify by a simple addition and subtraction
computation. As for BF, One of its drawbacks is its
inability to perform dynamic operations, for this reason
we cannot apply the comparison.
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VII. CONCLUSION

In this paper, we proposed a new scheme for data
integrity verification in a distributed fog computing archi-
tecture. We secure the integrity verification process using
SIS problem. Moreover, our scheme allows data owners to
distribute data blocks in multiple servers in the architec-
ture. The authenticity of these blocks can still be ensured
and verified using an identity based signature mechanism.
Furthermore, our solution allows a fast data integrity
verification and modification. This verification can be
done by any end-user, without the relying on a trusted
third party, and with a reduced storage, computation
and communication overhead. Finally, we demonstrated
through simulation results that our scheme achieve better
results compared to existing solutions during data sharing,
verification and modification.

In future work, we intend to evaluate our scheme in a
real use case application, and investigate giving data con-
sumers the possibility to modify the data while ensuring
identity accountability.
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