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Abstract—This paper investigates the impact of unreliable
backhaul and channel estimation error on the performance of
small-cell networks over independent and identically distributed
Nakagami-m fading channels. To overcome the impact of these
practical constraints, we propose an optimal selection scheme
where the best small cell with respect to the maximal secrecy
capacity is selected. The secrecy outage probability for the
considered scheme is derived and compared with Monte-Carlo
simulations. To gain additional insights on the impact of unreli-
able backhaul and imperfect channel estimation, the asymptotic
behaviour of secrecy outage probability is also obtained.

I. INTRODUCTION

Traditionally, telecommunication networks have relied on
backhaul to convey traffic from the access to the core network.
A variety of physical media has been used, such as copper,
optical fibre and radio. The latter constitutes the so-called
wireless backhaul [1]. Although there is a clear advantage
to the huge capacity provided by the fibre wired backhaul,
the lack of ubiquitous fibre availability and the expense to
deploy such fibre soon made a case for a wireless backhaul
alternative. Heterogeneous networks provide effective means
of accommodating the current growth of data traffic by de-
ploying macro base stations with a large number of small-
cells (i.e., microcells, picocells and femtocells) and access
points, thus expanding the coverage and offloading the traffic.
Wireless backhaul is proved as an effective way to provide
communication links for the small-cells and access points in
outdoor scenarios where wired links are unavailable, even
though it suffers from unreliability [2].

Due to the requirement for ultra-connectivity in heteroge-
neous networks, a large number of devices bring threats to
wireless security, and the wireless uncertainties even make
them more vulnerable to attack [3]. Hence, secure heteroge-
neous networks in the presence of wireless backhaul unre-
liability have been regarded as an attractive research topic.
Pysical layer security (PLS) which has been largely inves-
tigated due to the ability to guarantee secrecy and combat
eavesdroppers even without encryption [4]. The principle
of PLS is to ensure reliable communications by exploiting
random and unpredictable features of wireless channels [5].
In heterogeneous networks, the small-cell transmitter selection
approach is the most simple and desirable way to achieve
diversity gains for low-complexity terminals [6]. Only channel
state information (CSI) feedback is needed during the selection
procedure without requiring extra resources.

Existing research [7], [8] has studied the impact of wireless
backhaul on secrecy performance in PLS networks. To enhance
the secrecy performance with unreliable backhaul, a friendly
jammer and cooperative relays were considered in a secure
single carrier system [7]. Transmitter selection approaches
have been utilized in performance analysis under wireless
backhaul uncertainties [8]. The above literature revealed that
backhaul reliability imposes limitations on the system secrecy
performance and should be considered in the system perfor-
mance analysis. However, it is important to note that these
studies assume perfect knowledge of CSI at destinations. In
practical wireless networks, this assumption of perfect CSI
is not realistic. Therefore, it is imperative to consider how
this inaccurate channel knowledge affects the system secrecy
performance with wireless backhaul uncertainties.

More importantly, related research [6], [8] examined the
impact of wireless backhaul on system performance in PLS
networks. However, [8] assumed that channel estimation is
perfect and [6] assumed that the legitimate and wiretap links
follow Rayleigh fading, which is only a special case of
Nakagami-m fading. The two assumptions are not generic and
practical in real scenarios. In this work, we consider imperfect
CSI at the destinations in the proposed system. We assume
that transmission links follow Nakagami-m fading channel,
which is regarded as the most generalized model of different
fading channels. For instance, Rayleigh fading channel and
Rician fading channel can be modelled by adjusting the
value of m [9]. In addition, we propose a novel Optimal
small-cell transmitter Selection (OS) scheme to improve the
secrecy performance under wireless backhaul uncertainties and
channel estimation errors.

II. SYSTEM MODEL

We investigate a secure network where a macro base
station, BS, connects to K small-cell transmitters, Tk, ∀
k ∈ {1, · · · ,K}, through unreliable wireless backhaul. The
best small-cell transmitter Tk∗ is chosen for transmission to
the destination D while an eavesdropper E is wiretapping,
as shown in Fig.1. The point-to-point microwave links, es-
pecially operated at higher frequencies, behave as success in
ideal scenarios and failure when there are severe fading [2].
Therefore, we model the backhaul reliability as a Bernoulli
process Ik, which has been used in recent research [10]. The
success probability of wireless backhaul is assumed as pk and
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Fig. 1. A secure heterogeneous network with wireless backhaul and imperfect
channel estimation

the failure probability is 1 − pk, where P(Ik = 1) = pk and
P(Ik = 0) = 1−pk. Due to the practical limitation of acquiring
CSI, we assume that the channel estimation at E and D is
imperfect.

We assume that all channels, including the main channel
from Tk to D and wiretap channel from Tk to E, follow
independent and identically distributed (i.i.d) Nakagami-m
fading [11]. The assumption of applying i.i.d fading channels
has been made in relevant research in heterogeneous network
[6]. This system model can also be extended over independent
but non-identically distributed (i.n.i.d) fading channels with
similar methods.

The channel power gains |hX |2 undergo the gamma distri-
bution with mean power ΩX , and fading parameter mX , where
X ∈ {TkD,TkE}. The Cumulative Distribution Function
(CDF) of X , denoted as FX(·), and Probability Distribution
Function (PDF) of X , denoted as fX(·), can be written as:

FX (x) = 1− exp

(
− x

θX

)mX−1∑
i=0

1

i!

(
x

θX

)i

,

fX (x) =
xmX−1

Γ(mX)θmX

X

exp

(
− x

θX

)
,

(1)

where θX = ΩX

mX
, and Γ(·, ·) represents the incomplete gamma

function [12, (8.352.6)].
During the transmission, D and E receive the signals from

Tk, and Tk which connect to macro BS via wireless backhaul.
Therefore, the received signals at D and E are given as:

yD =
√
PThTkDIkx+ z,

yE =
√
PThTkEx+ z,

(2)

where hTkD and hTkE denote the channel coefficients from
Tk to D and from Tk to E. In addition, x is the unit power
transmitted symbol and PT is assumed to be the transmit
power. The noises of D and E are complex additive white

Gaussian noise (AWGN) with zero mean and variance σ,
i.e., z ∼ CN(0, σ2), and represented as z. It is to be noted
that, only the received signal at D experiences the backhaul
reliability Ik. This is because E can intercept the transmission
only when Tk is transmitting. Otherwise, E cannot wiretap if
the legitimate transmission fails.

In practical communication systems, CSI cannot be per-
fectly estimated at D and E. Therefore, the mathematical
expression of estimated channel coefficients ĥTkD, ĥTkE and
real channel coefficients hTkD, hTkE are expressed as

hTkD = ĥTkD + eTD,

hTkE = ĥTkE + eTE ,
(3)

where eTD and eTE are the estimation errors, i.e., eTD ∼
CN(0, ε2D), eTE ∼ CN(0, ε2E). With regard to the rule of
channel estimation, ε2D = E[|hTkD|2]−E[|ĥTkD|2], under the
assumption that ĥTkD and eTD are statistically independent.
This is the same for the eavesdropping channel. For simplicity,
we assume that eTD and eTE undergo the same distribution,
CN(0, ε2), where ε2D = ε2E = ε2. Due to the practical
constraints of channel estimation, the estimated channel coef-
ficients can be regarded as the real coefficients distorted with
an extra error. Imperfections are due to, for example, noises
and hardware impairments [13].

After investigating the imperfect channel estimation errors,
we apply (3) into (2), then the received signals with both un-
certainties of backhaul and channel estimation can be rewritten
as:

yD =
√
PT (ĥTkD + eTD)Ikx+ z,

yE =
√
PT (ĥTkE + eTE)x+ z.

(4)

Based on (4), the instantaneous SNRs at D and E are
provided as,

SNRTD =
P0|hTkD|2Ik
P0ε2Ik + 1

,

SNRTE =
P0|hTkE |2

P0ε2 + 1
,

(5)

where P0 = PT

σ2 .
According to the instantaneous SNRs at D and E, the

overall secrecy capacity can be written as:

C = [log2(1 + SNRTD)− log2(1 + SNRTE)]
+
. (6)

where [x]+ denotes max(x, 0). Then we perform OS
scheme to select the best transmitter Tk∗ by searching the Tk

that can achieve maximum overall secrecy capacity. The OS
scheme aims to achieve the highest overall secrecy capacity
C, which can be defined as:

k∗ = argmax [log2(1 + SNRk∗D)− log2(1 + SNRk∗E)]
+
,

(7)

where k∗ refers to the index of the selected transmitter and
SNRTk∗D and SNRTk∗E are presented as:
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SNRTk∗D =
P0|hTk∗D|2Ik∗

P0ε2Ik∗ + 1
,

SNRTk∗E =
P0|hT∗

kE |2

P0ε2 + 1
,

(8)

where |hTk∗D|2 and |hT∗
kE |2 represent the channel coefficients

of Tk∗ to D and E. Ik∗ represents the backhaul reliability from
macro BS to Tk∗ .

Note that this novel OS scheme is proposed to enhance
secrecy performance under the practical constraints of wireless
backhaul imperfections and channel estimation errors.

III. SECRECY PERFORMANCE ANALYSIS

We use Secrecy Outage Probability (SOP) to evaluate the
system secrecy performance. SOP is one of the well-known
performance metrics in PLS and is defined as the probability
that the overall secrecy capacity C is below a certain threshold
Rth. Our main contribution is to generalize the parameters of
uncertainties from wireless backhaul and channel estimation
into performance analysis in terms of SOP.

The definition of SOP is expressed as [14]:

Pout(θ) = Pout(Cs < θ)

=

∫ ∞

0

FTD(ρ(1 + x)− 1)fE(x)dx.
(9)

where ρ = 2Rth .
Then we generalize the wireless backhaul reliability Ik into

the PDF and CDF of random variable X . The CDF and PDF of
random variable IkX over i.i.d Nakagami-m fading channels
can be further extended to:

FIkX (x) = 1− p exp

(
− x

θX

)mX−1∑
i=0

1

i!

(
x

θX

)i

,

fIkX (x) = p
xmX−1

Γ(mX)θmX

X

exp

(
− x

θX

)
+ (1− p)δ(x).

(10)

We assume that pk is identical for each link, as pk=p, ∀k.
This can be extended to non-identical cases for further study
using the same method. In this work, we focus on the impact of
this uncertainty on secrecy performance, therefore we assume
that pk is identical for simplicity.

With the help of (10), we could derive the SOP of the
overall system as follows:

POS
out = 1 +

K∑
k=1

(
K

k

)
(−1)kpk exp

(
−k(P0ε

2p+ 1)(ρ− 1)

P0θD

)

∑
w1+w2+...+wmD

=k

(
k!

w1!w2!...wmD
!

)(
ρ− 1

ρ

)mEk

(ρ− 1)
∑mD−1

t=0 twt+1

∏mD−1
t=0

(
t!
(

P0θD
P0ε2p+1

)t
)wt+1

(
P0ε

2 + 1

P0θE

)mEk

Ψ

(
mE ,mE + 1 + i,

ρ− 1

ρ

(
ρ(P0ε

2p+ 1)

P0θD
+

P0ε
2 + 1

P0θE

))k

.

(11)
where Ψ(·) is the confluent hypergeometric function defined
in [15, (2.3.6.9)].

In this section, we obtain the SOP of the considered
system over i.i.d Nakagami-m fading channel under the both
uncertainties from wireless backhaul and channel estimation.
We also propose a novel OS scheme for small-cell networks
to combat these imperfections.

IV. ASYMPTOTIC ANALYSIS

In order to gain further insights into secure small-cell
networks, we also study asymptotic behaviours in the high
SNR regime under the imperfections of wireless backhaul and
channel estimation.

In the high SNR regime, we assume that P0 → ∞, and the
asymptotic limits of (11) can be expressed as:

PSS
out

P0→∞
≈1 +

K∑
k=1

(
K

k

)
(−1)kpk exp

(
−ε2p

θD
k(ρ− 1)

)

∑
w1+w2+...+wmD

=k

k!

w1!w2!...wmD
!

(ρ− 1)
∑mD−1

t=0 twt+1

∏mD−1
t=0

(
t!
(

θD
ε2p

)t
)wt+1

(
ε2

θE

)mEk (
ρ− 1

ρ

)mEk

Ψ

(
mE ,mE + 1 + i,

ρ− 1

ρ

(
ρε2p

θD
+

ε2

θE

))k

.

(12)
Apparently, the asymptotic behaviour does not depend on

P0 in the high SNR regime. The validation of our theoretical
analysis are provided in the next section.

V. NUMERICAL AND SIMULATION RESULTS

We give numerical and simulation findings to demonstrate
the system secrecy performance under the wireless backhaul
imperfections and channel estimation errors by Monte Carlo
simulations. We present the simulation results of our proposed
OS scheme, and also compare the system secrecy perfor-
mance between OS and another two selection schemes: Sub-
optimal small-cell transmitter Selection (SS) which optimizes
the secrecy capacity of legitimate channel and Minimum-
Eavesdropping small cell transmitter Selection (MES) which
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Fig. 2. Comparison of OS, SS and MES on the impacts of the number of
K on SOP for K=1, 2, 3 with unreliable backhaul (p=0.95) and imperfect
channel estimation (ε2=0.1)

combats eavesdropping. Our results show the superiority of
our proposed OS scheme under the practical constraints of
wireless backhaul and channel estimation.

The following parameters are fixed for simulation. The
threshold for SOP is θ=1 bits/s/Hz; the m parameter is
mE = 2 and mD = 2, respectively. We also assume that
the nodes’ locations in Cartesian coordinate system are Tk=(0,
0), ∀ k, D=(1, 0), E=(2, 2). Additionally, the average SNR
of each link is assumed to depend on path loss, given as
1

ΩX
= 1

dp
X

, where the path loss exponent p is assumed to equal
4, and dX is the distance between two nodes. In the following
figures, the lines, the markers and the dotted lines represent
the simulation, theoretical and asymptotic results, respectively.
We could observe from the figures that our novel theoretical
results match the simulation curves, therefore validating the
correctness of theoretical analysis in Section III and Section
IV.

Fig. 2 plots the SOP versus SNR (P0) for the different
number of small-cell transmitters K, K=1, K=2 and K=3.
The network parameters are set as p=0.95 and ε2=0.1. We
show the theoretical and simulation results of our proposed
OS scheme. In addition, we also compare the performance
between OS and another two benchmark schemes: SS and
MES. As we can see from the figure that OS has the best
performance, SS has the second best performance and MES
performs the worst. This proves the superiority of the pro-
posed OS scheme under the unreliable backhaul and imperfect
channel estimation. The OS scheme outperforms the other
schemes because it requires the knowledge of global CSI
and wireless backhaul. The secrecy performance of the SS
scheme is inferior to OS since it only needs legitimate CSI and
backhaul activity. MES has the poorest performance as only
CSI of the wiretap channel is utilized during the selection.

Fig. 3. Comparison of imperfect channel estimation error (ε2=0.1) and perfect
channel estimation (ε2=0) on SOP with p=0.95 and K=3 for SS, OS and MES.

The comparison of these selection schemes demonstrate that
the system could achieve better secrecy performance if more
information is provided.

We could also observe from Fig. 2 that an increase in P0

could enhance SOP in the low SNR regime, and the SOP
reaches the asymptotic limits eventually in the high SNR
regime. This is due to the fact that as P0 rises, the transmit
power of the small-cell transmitter rises as well, thus improv-
ing the secrecy performance. The asymptotic behaviour shows
that the performance of the considered system is constrained
by K, p, ε2 and the other channel parameters. Moreover,
when there are more small-cell transmitters, the system could
achieve higher diversity. Therefore, a larger K could enhance
the system secrecy performance for all selection schemes
at different levels. To be specific, the OS and SS schemes
improve the secrecy performance significantly because of the
increased likelihood of choosing a small-cell transmitter with
better channel conditions. However, MES only shows limited
decrement of SOP with an increase of K. This is due to
the fact that the SOP depends on the probability that the
quality of legitimate channel outperforms the wiretap channel.
Despite the rises of K increases the likelihood to combat
eavesdropping in MES, the legitimate channel from the small-
cell transmitter to the destination is not optimized compared
to the other two schemes. This results in the worst secrecy
performance of the MES scheme.

Fig. 3 represents the influence of channel estimation errors
on the secrecy performance. The figure plots the SOP under
perfect channel estimations, ε2 = 0, and imperfect channel
estimation with ε2 = 0.1, when p=0.95 and K=3. MES shows
the worst performance, and OS slightly outperforms SS. It is
clearly shown that the SOP with perfect channel estimation is
significantly lower than that with imperfect channel estimation.

Fig. 4 shows the SOP versus P0 for different backhaul
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Fig. 4. Impact of backhaul reliability on SOP for p = 0.9, p = 0.95,
p = 0.99 and p = 1.00 with K = 3 and ε2 = 0.1 for SS, OS and MES.

reliability values, p = 0.90, p = 0.95, p = 0.99, and perfect
backhaul condition p = 1.00. The network parameters are set
as K = 3 and ε2 = 0.1. Similar to previous figures, the MES
scheme shows the worst performance. We could also observe
that SOP decreases and converges to a constant value with the
increase of p. The system with more reliable backhaul shows
better performance. The figure also proves that the backhaul
reliability p is responsible for the asymptotic behaviour.

Similar patterns could be seen in Fig. 5 where the SOP
versus p is plotted for the three schemes with different values
of P0, i.e., P0=10 dB and P0=30 dB. The SOP decreases for all
three schemes when the backhaul is more reliable and achieves
the lowest point when the backhaul is perfect. This shows that
wireless backhaul reliability has significant impacts on system
performance and should be considered in future heterogeneous
system designs.

VI. CONCLUSION

In this paper, we have derived the exact and asymptotic
secrecy outage probability of the small-cell networks with the
best small-cell selection scheme over i.i.d. Nakagami-m fading
channels. We also compared the proposed scheme with some
benchmarks, such as the sub-optimal scheme and minimum
eavesdropping scheme to highlight the advantage of using the
best small cell in coping with the eavesdroppers in physical
layer security. Our numerical results demonstrated that the
unreliable backhaul and channel estimation error played a
significant role in the performance of small networks. As
such, wireless system designers must pay attention to these
practical aspects when investigating the performance of small-
cell networks.
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