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Abstract—We propose a change in the IEEE 1609.2 and
ETSI ITS standards that define a certificate distribution mech-
anism, called inline peer-to-peer certificate distribution (P2PCD).
Messages exchanged in V2X messages are secured with digital
signatures and digital certificates for the corresponding public
keys. This P2PCD mechanism is used in Basic Safety Message
(BSM) for the US and Cooperative Awareness Message (CAM)
for Europe, and allows vehicles to proactively resolve unknown
certificates. The unknown certificate situation occurs as not all
messages contain the certificate in order to reduce overhead
in these messages. This mechanism appears to be beneficial to
minimize delay in verifying the authenticity and integrity of
received messages. We evaluated its usefulness by conducting a
simulation to recreate real-world highway traffic flow. The result
indicates that, for high-way traffic, the benefit of this mechanism
is negligble. At the same time, it increases unnecessary processing
burden in vehicles. Based on our observation, we propose to
update the IEEE 1609.2 and ETSI ITS standards in such a way
that this mechanism should be restricted to traffic environments
where it brings benefits.

Index Terms—Vehicular communication, V2X, PKI, Certifi-
cate, BSM, CAM

I. INTRODUCTION

Vehicular communications and autonomous driving vehicles
have been gaining increasing attention in recent years [19].
At the same time, both industry and academia raise concerns
on cybersecurity aspects of so-called connected vehicles, or
Vehicle-to-Everything (V2X) and challenges that lie ahead [7],
[16]. To ensure coordinated implementations and deployments,
standard bodies such as IEEE and ETSI have published specifi-
cations on vehicular communications. These standards include:
(1) the IEEE 1609 series called Wireless Access in Vehicular
Environments (WAVE), (2) IEEE 802.11p [10], (3) SAE J2735
Dedicated Short Range Communications (DSRC) Message Set
Dictionary [17], including the Basic Safety Messages (BSM)
definition, and (4) the ETSI ITS specifications. In recent years,
a cellular-based V2X technology called Cellular-V2X (C-
V2X) has emerged as an alternative solution to IEEE 802.11p-
based DSRC [15].

To improve overall road safety, BSM [17] and Cooperative
Awareness Message (CAM) [6] aim to achieve the same goal
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– to share vehicle information, such as a vehicle’s speed, posi-
tion, acceleration in order to establish and maintain awareness
of others vehicles nearby to improve road safety. The expected
range of V2X communication is 300 to 500 m [18].

From a security and privacy perspective, IEEE 1609.2 [8]
specifies the solution to make vehicular communication secure
and protect the vehicle owners’ privacy. The security archi-
tecture and solution in the ETSI ITS standard [4] are based
on the IEEE 1609.2 [8] specification with modifications to
adapt to the European market. The key part of the security
solution in IEEE 1609.2 [8] is the use of digital certificates to
verify the authenticity of vehicles and the validity of messages
they transmit. Messages from transmitting vehicles include a
message payload, a digital signature, and a digital certificate.
Receiving vehicles use the public key in this digital certificate
to confirm the message authenticity and integrity by verifying
the digital signature on the message. In this sense, the essential
part of the security solution in V2X communication is a PKI
system that generates, distributes, and uses digital certificates.

Because of the periodic nature of BSM [17] and CAM [6]
messages, they allow the use of certificate digest, a short-
hand notation of a full certificate, to occasionally replace
a full certificate in these messages. ETSI TS 103 097 [5]
states that vehicles include a digest in CAM messages by
default, and a certificate at most once per second. While this
mechanism reduces the message overhead, it also creates a
situation where receiving vehicles may not locally have the
certificate that corresponds to a digest, and are thus unable
to verify the received message. To resolve this situation,
the standard provides a mechanism to query vehicles within
communication range to provide the certificate for a given
digest. Despite the perceived benefit of this mechanism, our
simulation result indicates that its benefit is negligible. This
is due to a large majority of the resolution of unknown
certificates is for vehicles that only interact very briefly.

The rest of this paper is organized as follows. In Sec. II,
we first describe the CAM transmission and reception as
defined in the ETSI standard. Then in Sec. III, we discuss our
simulation to recreate traffic flow based on real-world data and
analyze its result. In Sec. IV, we evaluate the simulation and
reflect its result to the existing standard. We discuss related
work in Sec. V, and conclude the paper in Sec. VI.
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II. CAM TRANSMISSION AND RECEPTION

ETSI EN 302 637-2 [6] specifies CAM transmission and
reception. In particular, it describes the criteria for vehicles
to transmit CAM messages. Since the last CAM transmission,
either1:

1) the direction change exceeds 4 degrees;
2) the distance change exceeds 4 meters; or
3) the speed change exceeds 0.5 meter/sec.
In addition, the minimum (T GenCamMin) and maxi-

mum transmission intervals (T GenCamMax) are 100 msec
and 1 sec, respectively. In other words, vehicles transmit CAM
messages at specific movement changes with the frequency of
between 1 to 10 times per second. If the CAM transmission
rate is higher than 1 message/sec, the vehicle includes a
certificate in only one message per second.

As stated in Sec. I, the use of a certificate digest reduces the
CAM message overhead. A study by C2C-CC indicates that
the average CAM message size is 350 bytes while the size
of certificates and signatures is between 100 bytes and 150
bytes [2]. This implies that the certificate and signature take
up to 30% of the total message size. IEEE 1609.2 [8] defines
this digest as HashedId8 type which contains the least
significant eight octets of the hash output of the certificate,
(d = LSB8(Hash(c)), where d, LSB8(), Hash(), and c
are a digest, a function to extract the least-significant eight
octets of the argument, a cryptographic hash function, and a
certificate, respectively). Thus, the use of digest reduces the
certificate size from between 100 to 150 bytes to 8 bytes. This
compact representation significantly reduces the total CAM
message size. Because the CAM transmission is periodic and
frequent, this reduction contributes to an efficient use of the
radio channel.

On the other hand, the use of digest implies that receiving
vehicles need to hold a mapping table that maps a digest
to the corresponding certificate. This further implies that a
situation can occur where a receiving vehicle does not have
the certificate that maps to a digest received in a CAM message
(unknown certificate situation). This situation occurs when a
vehicle enters the communication range of another vehicle
that just transmitted a CAM message with a digest. This is
a problem as the receiving vehicle cannot verify the received
CAM message due to the absence of a certificate. There
are two approaches to resolve this situation. The first is to
simply wait for the next CAM message containing the missing
certificate. The second is to proactively request the missing
certificate to be sent.

The IEEE 1609.2 [8] and EN 302 637-2 [6] specifications
provide a mechanism to realize the latter approach. It is called
inlineP2pcdRequest which was added to the IEEE 1609.2
amendment 1 [9]. In this mechanism, a receiving vehicle
requests the missing certificate to be sent so that either the
transmitting vehicle itself or any other vehicle within the

1In addition to these, the 802.11p-based system requires an additional timer
(T GenCam Dcc) defining the minimum interval between two consecutive
CAM messages to prevent channel congestion.

communication range can respond by sending this certificate.
This request uses a field in the CAM message header; the
requesting vehicle populates one or more unresolved digest(s)
in this header field to indicate that it requests the corresponding
certificate(s) to be sent. Receiving vehicles of a CAM message
containing an inlineP2pcdRequest in its header checks its local
memory, and if it has the corresponding certificate, it sends a
response message. IEEE 1609.2 defines a throttle mechanism
to avoid an excessive number of responses by vehicles.

Minimizing delay in verifying received messages is an im-
portant factor in real-time cyber-physical systems such as V2X
communication to avoid accidents and improve road safety.
However, the inlineP2pcdRequest mechanism also increases
the CAM message length and processing at both sending and
receiving vehicles. An excessive processing burden in vehicles
and communication channel congestion can also cause a delay
in message verification. Furthermore, if the next CAM mes-
sage containing a certificate arrives while inlineP2pcdRequest
is in progress, this request becomes a futile effort. Given the
T GenCamMax value of 1 second, the next CAM message
with a certificate is expected within 500 msec on average.
Therefore, the time gap reduction for using this mechanism is
an order of several 100 msec. A legitimate question is whether
this is worth the effort. This paper investigates the benefit
and effectiveness of this mechanism compared to the first “do
nothing” approach in which the vehicle waits for the next
CAM message containing the missing certificate.

III. SIMULATION TO REPRODUCE REAL-WORLD TRAFFIC
FLOW

To better understand the effectiveness of the in-
lineP2pcdRequest mechanism, we conducted a simulation to
reproduce traffic flow based on real-world traffic data.

A. Traffic Data
We used the real-world traffic data from a government

project conducted in 2019. This data contain vehicle flow
in multi-lane highway segments and junctions that surround
Antwerp, Belgium. The longest segment of collected data is
approximately 9 km. The raw traffic data were recorded by
inductive loops embedded in the road surface. The collected
raw data include speed and size (length) of each passing
vehicle over 24 hours a day for all lanes for one month.
This log data provides insight into dynamic changes of traffic
density over this entire collection period.

TABLE I: Vehicle Routes

Direction Route Label From (position) To (position)
Northbound a N-a South entrance 1© East exit 2©
Northbound b N-b South entrance 1© North exit 3©
Southbound a S-a North entrance 3© South exit 1©
Southbound b S-b North entrance 3© East exit 2©
Westbound a W-a East entrance 2© North exit 3©
Westbound b W-b East entrance 2© South exit 1©

The highway segment we consider is shown in Fig. 1
and in Table I; it consists of three directions (northbound,
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Fig. 1: Route of the Simulated Traffic

southbound, westbound) with each direction divided into two
routes (a and b), for a total of 6 trajectories. We selected the
busiest traffic day from the one-month period, and chose three
one-hour time slots (high, medium, and low traffic density)
from this day. Then we recreated the traffic flow of these
three time slots using the SUMO traffic simulator [14].2 We
configured the SUMO simulator using the vehicle types and
physical characteristics according to the definition from this
national project: (1) passenger vehicle, (2) van, (3) lorrie, and
(4) trailer and bus. We prepared 3 configuration files and ran
the simulation 3 times to recreate high, medium, and low-
density traffic according to the traffic density for each vehicle
types as shown in Table II.

B. Approach and Methodology

We used the vTypeProbe output mode in SUMO to an-
alyze the traffic flow. Output from this mode includes the
latitude/longitude of each vehicle in 1 second increments. We
used this data to calculate the distance between a given pair of
vehicles. For each vehicle as a reference point, we calculated
the distance change in every second to all other vehicles on
the highway. With this distance data, we analyzed the traffic
flow from the perspective of the reference vehicle entering and
leaving the communication range of other vehicles. Then we
repeated this process for all vehicles as the reference point.
This way, we obtained a complete distance change history
from all vehicles to all other vehicles during the course of
their travel.

Next, we grouped the combinations of two trajectories and
categorized them based on the perceived importance to resolve
the unknown certificate condition. Figure 2 shows all possible
combinations; among all 21 combinations, 9 of them fall into
what we call low-impact category. These are shown in pink
with a dotted-line boundary. This category is characterized
by vehicles moving in opposite directions; they approach and
move away from each other with minimal time spent in each
other’s communication range. The higher each other’s relative

2Due to imported map data size limitation, the maximum highway segment
in the SUMO simulation is limited to approx. 6km from the original data of
approx. 9km segment.

(a) Combination Group 1

(b) Combination Group 2

Fig. 2: Traffic Combinations

TABLE II: Traffic Density (vehicles/hour)

Vehicle
Type Direction Route Traffic Density

(High / Medium / Low)
Passenger North a 2887 / 2153 / 111
Passenger North b 2890 / 2157 / 112

Van North a 588 / 572 / 47
Van North b 591 / 575 / 49

Lorrie North a 95 / 171 / 30
Lorrie North b 98 / 173 / 32

Trailer, Bus North a 313 / 590 / 132
Trailer, Bus North b 314 / 591 / 133
Passenger South a 3110 / 2574 / 217
Passenger South b 1374 / 750 / 55

Van South a 1720 / 1612 / 69
Van South b 152 / 100 / 9

Lorrie South a 145 / 324 / 31
Lorrie South b 48 / 78 / 4

Trailer, Bus South a 278 / 598 / 108
Trailer, Bus South b 167 / 335 / 25
Passenger West a 2056 / 889 / 60
Passenger West b 2059 / 891 / 62

Van West a 196 / 153 / 17
Van West b 200 / 154 / 17

Lorrie West a 66 / 98 / 19
Lorrie West b 68 / 101 / 21

Trailer, Bus West a 164 / 399 / 69
Trailer, Bus West b 166 / 401 / 71
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speed difference, such as in a highway scenario in our traffic
data, the shorter this duration becomes. Once they leave the
communication range, they are unlikely to meet again for
the remainder of their trips. For example, two vehicles in
opposite directions on a highway moving at 100 km/h spend
only 5.4 to 9 seconds within each other’s communication
range of 300 to 500 meters. Using the inlineP2pcdRequest
mechanism for such a short encounter does not appear to
justify imposing additional processing in all vehicles within
this communication range to resolve unknown certificates in
broadcast CAM messages, given that the time saved is in the
order of several 100 msec at best. The number of these requests
increases proportionally to the traffic density, thus exacerbating
the situation. Therefore we conclude the inlineP2pcdRequest
mechanism in the low-impact category has the least benefit
in highway scenarios. On the other hand, the remaining 12
combinations in Fig. 2 fall into the high-impact category,
shown in green with a solid line boundary. All combinations
in this category share the common characteristic that the
inter-vehicle distance remains relatively stable for an extended
period as they move in the same direction in whole or at least
in part of their trajectories. Therefore, in this category, this
mechanism is more beneficial.

Table III shows the resulting handling of the received
CAM messages between two vehicles. Here “CR” (certifi-
cate request) indicates the receiving vehicle uses the in-
lineP2pcdRequest mechanism to resolve unknown certificates,
while “ignore” means that the vehicle waits for the next CAM
message with a certificate.

TABLE III: Unknown Certificate Handling Matrix

Direction-
Route

Vehicle A
N-a N-b S-a S-b W-a W-b

V
eh

ic
le

B

N-a CR CR ignore CR ignore ignore
N-b – CR ignore ignore CR ignore
S-a – – CR CR ignore CR
S-b – – – CR ignore ignore
W-a – – – – CR CR
W-b – – – – – CR

Note: CR: certificate request.

From the SUMO vTypeProbe output, we identified all events
where a vehicle enters the communication range of another
vehicle (we call it in-range event for the rest of this paper),
applied the high- and low-impact categorization based on
their trajectories, and counted the number of events in both
categories. We analyzed the data using three communication
range of 300 m, 400 m, and 500 m for all vehicle types
and evaluated their effect. We selected these distances as they
are the expected transmission range in both DSRC (ITS-G5)
and C-V2X [18]. There are multiple criteria to trigger CAM
messages as described in Sect. II. However, given that our data
represents highway traffic, we use the vehicle speed to derive
the transmission interval of vehicles to simplify our analysis.

IV. DISCUSSION AND EVALUATION

Our analysis result is shown in Table IV and Fig. 3.
Table IV shows the average duration a vehicle stays within the
transmission range of another vehicle according to the traffic
combination in Fig. 2. This duration is consistently longer for
vehicles in the high-impact category and significantly shorter
in the low-impact category. As discussed in Sec. III-B, this is
intuitive as vehicles in opposite trajectories spend less time
in each other’s communication range than that of similar
trajectories. Vehicles in the former category stay in their
communication range between 2.3 to 6.6 times longer than
the latter depending on this range.

(a) high-density traffic

(b) medium-density traffic

Fig. 3: In-Range Event per Second (The red, green, and blue
bars represent the number of events per second in 300m, 400m,
and 500m communication range, respectively. For each bar, the
darker color at the bottom and the lighter color at the top show
the high-impact and low-impact category.)

Figure 3(a) and 3(b) show the analysis of in-range event
for high and medium density traffic, respectively3. In Fig. 3(a)
and 3(b), in-range events are grouped based on traffic direction
(north, south, westbound). In all cases, the number of in-range

3Low density traffic result is not shown as its numbers are significantly
lower compared to these two scenarios, thus do not contribute additional value
to the discussion.
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TABLE IV: In-Range Duration (sec.)

Traffic Direction Traffic Comb. Comm. range: 300m Comm. range: 400m Comm. range: 500m
High-D Med-D Low-D High-D Med-D Low-D High-D Med-D Low-D

Northbound High-Imp 72.19 72.77 61.50 79.20 79.29 68.37 83.89 83.61 73.26
Low-Imp 15.15 14.87 12.94 19.78 19.44 16.57 24.46 24.07 20.14

Southbound High-Imp 57.39 57.51 46.00 60.33 60.17 50.52 62.58 61.77 53.12
Low-Imp 17.53 16.12 13.66 22.72 21.17 18.00 26.97 25.68 21.80

Westbound High-Imp 88.09 89.15 73.17 99.30 101.05 84.75 107.23 107.56 90.91
Low-Imp 13.69 13.51 12.37 18.13 17.82 16.81 23.44 23.09 21.21

Note: High-D: high-density, Med-D: medium-density, Low-D: low-density, High-Imp: high-impact, Low-Imp: low-impact.

events for the low-impact category are significantly higher than
that of the high-impact category. On average, high-density
traffic indicates that 85.6% to 89.2% of all in-range events oc-
cur between vehicles in the low-impact category. In medium-
density traffic, this value is slightly higher between 85.5%
to 90.0%. This trend is consistent across all communication
distance of 300m, 400m, and 500m. In other words, a large
majority of in-range events occur with vehicles in the low-
impact category, and the events with vehicles in the high-
impact category are a minority. Again, this result reflects our
intuition – the in-range event occurs more frequently with
relatively high speed difference between two vehicles, such as
vehicles in opposing directions. On the other hand, vehicles
moving in the same or similar trajectory have lower relative
speed difference. Thus, threshold-cross events occur less often.

If we suppress the inlineP2pcdRequest mechanism in all
low-impact category vehicles, it reduces a large proportion
of such events. There are a number of benefits of doing
so: it (1) reduces the processing and transmission of in-
lineP2pcdRequest in the CAM header from the requesting
vehicle, (2) relieves the processing of these requests in all other
vehicles within the communication range, and (3) reduces the
use of communication channel.

Table V summarizes the resulting improvement due to
suppressing the inlineP2pcdRequest for low-impact category.
Our simulation result indicates that the minimum and the
maximum number of CAM messages/sec is 4.28 to 6.21 in
high- and medium-density traffic.4 As we described in Sec. II,
the CAM messages periodically include a full certificate at
every 1 second interval. This implies that the probability of
an unknown certificate situation is 76.6% to 83.9% of all in-
range events. If we include the inlineP2pcdRequest in the
CAM message header for all such events, as specified in IEEE
1609.2 [8], there are 58.69 and 55.46 requests per second
for high- and medium-density traffic. If we suppress all these
requests for in-range events in the low-impact category, then
based on the number in Fig. 3(a) and 3(b), the average number
of CAM messages containing the inlineP2pcdRequest reduces
to 8.30 and 6.64 requests/sec, respectively. This is a 7.1 to 8.4
times improvement over the default behavior of generating
inlineP2pcdRequest without considering the traffic trajectory.

We acknowledge that our scheme relies on unverified CAM

4The CAM messages/sec is lower in high density traffic due to relatively
lower speed than medium density traffic.

TABLE V: Reduced Overhead Due to InlineP2pcdRequest
Message Supression

Data Points Traffic density
High Medium

# of CAM messages/sec 4.28 6.21
in-range events/sec 76.62 66.10

% of ”unknown cert.” condition 76.6% 83.9%
inlineP2pcdRequest events/sec (default) 58.69 55.46

high-impact % 14.14% 11.97%
inlineP2pcdRequest events (improved) 8.30 6.64

messages due to the absence of a certificate in received
messages. In this sense, we assume an honest majority, i.e.
a large proportion of the vehicles are honest and send genuine
information in their CAM messages. Such an assumption may
be a concern. However, it has only a negligible implication.
If we ignore all unknown certificate situations irrespective
of vehicle trajectories, we fall back to the “do nothing”
approach and simply wait for the next CAM message with
a certificate attached. If no such message is received from
a given vehicle, it means that this vehicle has likely moved
out of the communication range already. Thus we can safely
disregard this vehicle. We also note that this simulation result
and evaluation are limited to the highway traffic environment.
Thus, we may obtain a different view in other environments
such as busy local streets. However, our analysis indicates that
using the inlineP2pcdRequest mechanism has almost no bene-
fit in the highway environment while it only incurs additional
processing in vehicles. Therefore, we conclude that vehicles
should apply the inlineP2pcdRequest mechanism based on
its attributes, such as speed, relative to that of encountered
vehicles. This way, vehicles can use this mechanism where it
is truly beneficial.

V. RELATED WORK

Several works of literature discuss the impact of security-
related processing in V2X communication and mention digest
use in CAM messages. Javed et al. [11] and Brahim et al. [1]
investigated the impact of processing ECC-based signature
and encryption algorithm and evaluated their performance.
Muhammad et al. [15] measured and analyzed the security
overhead in broadcast communication in LTE C-V2X from the
integrity and authenticity protection processing perspective.
From a V2X-based service perspective, Lonc and Cincilla [13]
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summarize the implementation status of security services as
defined in the ETSI ITS standard, and Labiod et al. [12]
propose a service advertisement message called CAM-I.

All these studies mention certificate digest in CAM mes-
sages as background information within the context of their
discussion. From a performance perspective, the common
conclusion is that the overhead in security processing in C-
ITS results in additional delay [1], [11], [15]. As such, they
only mention the certificate digest as a feature in the ETSI ITS
standard to reduce message size; no consideration is given to
its usefulness in traffic patterns as we focus in this paper. To
the best of our knowledge, the usefulness and the issue related
to resolving unknown certificates in CAM messages using the
inlineP2pcdRequest mechanism has not been studied.

VI. CONCLUSION AND FUTURE WORK

We presented the simulation result and analysis of using the
inlineP2pcdRequest mechanism in highway scenario based on
real-world traffic data. Based on our findings, we conclude
that this mechanism has more disadvantages than advantages;
it only increases processing loads in vehicles and the higher
utilization of communication channel while its benefits remain
unclear. Therefore, we propose ETSI and IEEE reevaluate this
mechanism in their standards and modify its specification.
Furthermore, conducting field test and measuring the message
processing overhead of this mechanism on a hardware platform
will further reinforce our understanding of the performance
implications. Also, additional simulation and analysis using
other types of traffic scenarios would complement our findings
further to understand this mechanism’s benefits. We consider
these areas our next step.
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