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Abstract—The increasing connectivity of Internet of Things
(IoT) devices and networks has significantly raised security
concerns. Intrusion detection systems (IDSs) serve as a first-
line defense mechanism to detect and identify various cyber
threats. However, traditional IDSs frameworks come with their
own challenges, such as high computational costs, limited
generalization to evolving variants of cyberattacks, increas-
ing complexity, and vulnerability to adversarial attacks. This
paper proposes a meta-learning-based IDS framework using
Model-Agnostic Meta-Learning (MAML) to particularly combat
adversarial attacks in IoT networks. The designed architecture
optimizes model initialization by performing inner-loop updates
using adversarially perturbed data. It aggregates gradients from
these adversarially adapted models in the outer loop to achieve
a resilient initialization that generalizes well against adversarial
attacks. The proposed approach is rigorously evaluated by train-
ing and testing the model on three major adversarial attacks:
Fast Gradient Sign Method (FGSM), Projected Gradient Descent
(PGD), and DeepFool. The experimental outcomes indicate the
promising performance of the proposed architecture with an
average attack detection accuracy of 95.97%. The compact
model size of 0.06MB makes it suitable for deployment on
resource-constrained IoT devices and networks. Furthermore,
the lower inferencing time ensures the timely detection of
intrusion, which is significant for real-time IDSs.

Index Terms—Adversarial Machine Learning, Cybersecurity,
Internet of Things, Intrusion Detection, Meta-learning

I. INTRODUCTION

The IoT has revolutionized various industries by enabling
seamless connectivity between smart devices, leading to
advancements in healthcare, industrial automation, smart
cities, and many other applications [1], [2]. The modern IoT
system frequently utilizes advanced Machine Learning (ML)
and Deep Learning (DL) techniques for optimal decision-
making and automating industrial processes [3]. However,
the traditional ML/DL-based approaches are highly vulner-
able to adversarial attacks. In these attacks, the sophis-
ticated perturbations can manipulate model predictions
and pose serious security threats, leading to data breaches,
system failures, and unauthorized access to critical infras-
tructures [4]. The recourse-constrained and heterogeneous
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nature of IoT systems demands robust learning models that
can withstand adversarial manipulations while maintaining
high performance.

Traditional techniques, such as Standard Adversarial
Training (SAT), Defensive Distillation (DD), and Gradient
Masking (GM), have been extensively explored in existing
literature to enhance DL models’ robustness against ad-
versarial attacks. These methods are effective in certain
situations, but they also come with significant limitations.
SAT augments training data with adversarial examples and
improves the system’s robustness. However, the constraint
of overfitting to specific perturbations often results in
poor generalization to unseen attack types and degrades
clean-data accuracy [5]. DD trains a model on softened
predictions from a previously trained model, which can
obscure gradient information but is still susceptible to
stronger adaptive attacks [6]. GM attempts to hide gradient
information from attackers but fails against adaptive at-
tack strategies that approximate or circumvent the masked
gradients [7]. Additionally, methods like certified defenses
using Interval-Bound Propagation (IBP) provide theoreti-
cal robustness guarantees with high computational costs,
[8], making them impractical for real-time IoT systems.
These limitations highlight the need for a more adaptable
and generalizable adversarial defense mechanism that can
rapidly adjust to new and evolving threats without requir-
ing exhaustive retraining. Meta-learning offers a promis-
ing solution to overcome the shortcomings of traditional
adversarial defense mechanisms by enabling models to
quickly adapt to new attack scenarios rather than relying
on fixed training distributions [9], [10]. Unlike standard
adversarial training, which requires extensive retraining to
counter evolving threats, meta-learning, particularly MAML
[11], learns a prior that facilitates rapid adaptation to novel
adversarial attacks with minimal fine-tuning. By integrating
adversarial training into a meta-learning framework, our
approach enhances the robustness and generalization of
IoT systems. This strategy ensures a lightweight, adaptive,
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and efficient solution to combat adversarial attacks in IoT.
The key contributions of the paper are summarized in the
following.

1) This paper proposes an adversarial defense framework
integrating MAML with adversarial training, enabling
IoT models to rapidly adapt to evolving adversarial
threats. The proposed meta-learning approach en-
hances generalization and robustness with minimal
fine-tuning.

2) The proposed framework is evaluated against multiple
adversarial attack strategies, including FGSM, PGD,
and DeepFool. The proposed approach significantly
improves the model’s ability to defend against ad-
versarial attacks by incorporating diverse attack types
during training.

3) To validate the effectiveness of the proposed frame-
work we utilized a real-time IoT security dataset ID-
SIoT2024 [12], which ensures the applicability of our
approach in practical IoT environments. Experimental
results demonstrate that the proposed approach suc-
cessfully balances adversarial robustness and clean-
data accuracy, making it a scalable and efficient so-
lution for real-world IoT security challenges.

The remainder of the article is organized as follows.
Section II presents an overview of some of the latest
contributions related to adversarial ML-based solutions.
Section III elaborates on the key architecture of the pro-
posed approach. Section IV presents a detailed discussion of
experimental outcomes. Section V concludes the research.

II. RELATED WORK

This section summarizes some significant contributions
related to AML-based IDS. Yuan et al. [13] proposed a
novel IDS to enhance robustness against adversarial at-
tacks by combining DL and conventional ML models. The
proposed approach incorporated an adversarial example
detector based on Local Intrinsic Dimensionality (LID) and
leveraged the low attack transferability between DL and
ML models. Roshan et al. [14] explored AML threats to
NIDS and introduced three different security frameworks.
The performance of designed models was investigated in
real-time network environments. In another study. Ali et al.
[15] integrated Generative Adversarial Networks (GANs) and
knowledge distillation for better efficiency and resilience.
GANs were incorporated to generate diverse training data,
improving adaptability against various adversarial attacks.

Badjie et al. [16] improved defensive distillation by in-
corporating a Denoising AutoEncoder (DAE) to improve
robustness against data poisoning attacks. In the developed
model, a reconstruction and filtering pipeline enhanced
the training data’s resilience. Chen et al. [17] evaluated
the robustness of Federated Learning (FL) based NIDS
and proposed FedDef, an optimization-based defense. This
proposed scheme improved privacy by maximizing input
distance while preserving utility by minimizing gradient
distance.

Wang et al. [18] demonstrated that incorporating
robustness-promoting regularization specifically during the
meta-update stage of MAML is essential for enhancing
adversarial robustness in few-shot learning. Yin et al
[19] proposed Adversarial Meta-Learner (ADML), a meta-
learning algorithm that enhances adversarial robustness by
leveraging both clean and adversarial samples during model
initialization. In another study, Ji et al. [11] introduced
a multi-improved MAML approach that enhances few-
shot malware classification by integrating novel data aug-
mentation techniques and customized neural architectures
with tailored learning rate schedules. Alrayes et al. [20]
developed an adaptive intrusion detection framework for
IoT environments using MAML and few-shot learning to
rapidly adapt to diverse attack scenarios. Their approach
demonstrated high performance on the UNSW-NB15 and
NSL-KDD99 datasets, showing strong potential for resilient,
real-time IoT security.

While existing AML-based IDS approaches improve ro-
bustness through hybrid models, GANs, defensive distil-
lation, and meta-learning variants, they often lack rapid
adaptability to evolving IoT-specific threats, integration of
diverse adversarial attacks during training, and validation
on realistic IoT datasets. The proposed framework bridges
these gaps by combining MAML with adversarial training,
enabling fast adaptation, enhancing resilience against mul-
tiple attack types, and demonstrating practical effectiveness
on the real-time IDSIoT2024 dataset while preserving clean-
data accuracy.

III. THE PROPOSED INTRUSION DETECTION SYSTEM

This section presents the threat modeling, and design of
the proposed architecture.
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Fig. 1: Workflow of the proposed architecture.

A. Threat Modeling

In IDS, adversarial attacks attempt to mislead the model
by introducing small, carefully crafted perturbations to
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input samples. We consider three major types of adversarial
attacks: FGSM, PGD, and DeepFool.

1) Fast Gradient Sign Method: FGSM perturbs the input
sample x in the direction of the gradient of the loss function
to maximize the model’s classification error as (1):

x'=x+e-sign(ViL(y, fo(0)) (1

where, € is a small perturbation magnitude, L(y, fp(x))
indicate the classification loss function, and VL (y, fp(x))
represents the gradient of the loss with respect to the input.

This method generates adversarial examples in a single
step, making it computationally efficient but relatively weak
against defenses.

2) Projected Gradient Descent: PGD is an iterative variant
of FGSM that repeatedly applies small perturbations while
ensuring they remain within a given bound:

x =Ip,e) (x‘+a-sign(VxL(J”f0 (xt)))) 2)

where, x! is the perturbed input at iteration ¢, @ represent
the step size, B(x,¢€) defines an ¢,,-bounded neighborhood
around x, and Ilp(y¢) ensures the perturbed sample stays
within the bound.

PGD is one of the strongest adversarial attacks, as it ap-
proximates the worst-case perturbation within the allowed
limit.

3) DeepFool Attack: DeepFool generates adversarial ex-
amples by iteratively linearizing the decision boundary and
finding the minimal perturbation r needed to cross it:

_Jow
IVafo]
DeepFool creates subtle perturbations, making adver-

sarial examples harder to detect while achieving a high
misclassification rate.

x'=x+r, where r=

3)

B. Workflow of the proposed IDS

To mitigate the aforementioned attacks, we propose a
MAML-based IDS with adversarial training. The working
process of the proposed architecture is presented in Fig.
1.

The following presents a detailed description of the key
modules of the proposed architecture.

1) Input Data Processing and Preprocessing: The dataset
consists of N labeled samples represented as (4):

2 ={(xiyi)} iy
where each sample x; is a d-dimensional feature vector and
y; is a categorical label from C possible attack categories.

To ensure numerical stability and improve model conver-
gence, each feature is standardized using zeromean unit-
variance normalization as shown in (5):

xieR? y;€{0,1,....,C-1} (4

LNYL, jell,...dt (5

where p; and o; are the mean and standard deviation
of feature j across the dataset.

The categorical labels are encoded into numerical form
using a function ¢: y — Z*, mapping each attack category
to a unique integer as (6):

Ji=¢(vi) (6)

where j; represents the encoded label. The dataset is
partitioned into training and testing sets:

Dirain UDtest =9, |Duain | =0.7N, |Diest | =03N  (7)

where Din and Pies¢ contain disjoint samples.

2) Neural Network Model and Loss Function: The classi-
fication model is parameterized by 0 and defines a function
fy :R% — RC, mapping an input x to a probability distribu-
tion over C classes:

p(y | x;0) = softmax(z), z= fy(x) (8)

where:

exp (z.)
ply=clx;0) = —pbt (©)
L exp ()
The model is trained to minimize the categorical cross-
entropy loss, defined as (10):

C
L(y. fo) == 1y=c)logp(y=c|x;0) (10)
c=1

where 1(y = ¢) is an indicator function that equals 1 if
y=c¢, and 0 otherwise.

3) Adversarial Perturbation Generation: To improve ro-
bustness, adversarial perturbations are introduced by mod-
ifying input samples in the direction of the gradient of the
loss function. The adversarial perturbation § is computed
using gradient ascent on the loss function:

8 =e-sign(VL(y, fo(x)))

where € is a hyperparameter controlling the perturbation
magnitude.

The adversarial example x’ is then generated by adding
6 to the original input:

(1D

X'=x+0 (12)

For each batch, adversarial training involves augmenting
the dataset with both clean and adversarial examples as
(13):

/

train — {(xi'yi) U (x;" yi)}r v (xiryi) € Dtrain (13)

Thus, during training, the model is optimized using
both clean and adversarial samples, making it resistant to
adversarial perturbations.
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4) MAML with Adversarial Training: MAML aims to learn
an optimal initial set of model parameters 0 such that the
model can quickly adapt to new attack patterns. The meta-
learning process consists of:

Step 1: Task-Specific Adaptation (Inner Loop): A task
T; is sampled from a distribution over tasks p(T), where
T; = (@i,@;), consisting of clean samples 2; and adversarial
samples 2.

For each task T;, the model is trained using gradient-
based adaptation as (14):

9; ZQ—QV(;L(@,'U@;;Q) (14)

where:

- a is the inner learning rate.
« L(2;U2];0) is the loss computed on both clean and
adversarial examples.

Expanding the loss function as (15):

c
Y =Y Wy=0logp(y=clx;6) (15)
(x,y)€2;uD, c=1

L(2:u2):0) =

where 2! contains adversarial examples x'.

Step 2: Meta-Optimization Across Tasks (Outer Loop):
Once task-specific adaptation has been performed across
multiple tasks, the meta-update step optimizes the global
parameters 0 by aggregating gradients:

Nr
6=0-p) VoL(2,Y;0) (16)
i=1
where Nt is the number of sampled tasks, f is the outer
learning rate, and 0 is the task-specific adapted parameter.
Using Taylor series approximation, the gradient of the
loss function with respect to 8 as (17):

VoL(2;,Y;;0;) = VoL (2;,Y;;0) —aHgVeL(2; UZ};0) (17)

where Hp is the Hessian matrix of the loss function. The
final meta-update equation is shown in (18):

Nt
0=0-B> (VoL (2;,Y;;0)—aHgVgL(2;U2};6)) (18)
i=1

This ensures that the model learns a robust initialization
0 that generalizes well across different adversarial settings.

IV. EXPERIMENTAL OUTCOMES

The performance of the proposed architecture is analyzed
using a real-time dataset IDSI0oT2024 [12]. Initially, the
model is tested under clean conditions (no adversarial
attack), followed by implementing three adversaries: FGSM,
PGD, and DeepFool. Furthermore, MAML-based adversarial
training is applied to improve the system’s performance
against these attacks. Key hyperparameters are manually
tuned through systematic trial-and-error to achieve optimal

performance. Additionally, inference time and model size
are evaluated to analyze computational performance and
resource efficiency.

A. Performance Evaluation on Clean Data

The system achieved accuracy, precision, recall, and an
F1 score of 97.87%, 97.84%, 97.87%, and 97.59%, respec-
tively, in an ideal scenario without adversarial interference.
These metrics indicate that the model is highly effective
at correctly identifying normal and malicious instances,
demonstrating its capability to learn and generalize pat-
terns. This high performance establishes a strong baseline,
showcasing the model’s effectiveness as represented in the
normalized confusion matrix in Fig. 2.
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Fig. 2: The normalized confusion matrix for clean data

evaluation.

B. Performance Evaluation (Before and After Adversarial
Training)

The experimental outcomes for the attack detection un-
der all scenarios are summarized in Table 1. The model’s
vulnerability to adversarial attacks became evident when
exposed to three distinct adversarial threats. Before ad-
versarial training, the model’s performance significantly
declined under all three attack scenarios, as shown in the
normalized confusion matrices in Fig. 3.

For the FGSM attack, the accuracy and an F1l-score
dropped to approximately 60%. The PGD attack resulted in
even lower metrics, with an accuracy of 56.73%. Although
slightly less effective, the DeepFool attack still substantially
impacted the model, reducing its accuracy to 70.90%.

These results demonstrate the model’s susceptibility to
adversarial manipulations, where even small perturbations
can significantly mislead the classifier. The PGD attack is
the most potent among the three, leading to the lowest
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TABLE I: Performance comparison of proposed architecture before adversarial training (BAT) and after adversarial training

(AAT)
Metric FGSM PGD DeepFool
BAT AAT BAT AAT BAT AAT

Accuracy | 0.6004 | 0.9629 | 0.5673 | 0.9472 | 0.7090 | 0.9692

Precision 0.6279 0.9651 0.6029 0.9550 0.7227 0.9726

Recall | 0.6004 | 0.9629 | 0.5673 | 0.9472 | 0.7090 | 0.9692

FI Score | 0.6046 | 0.9636 | 0.5750 | 0.9495 | 0.6919 | 0.9692
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Fig. 3: Multiclass performance evaluation before adversarial training.

accuracy and F1 scores. This indicates its effectiveness in
creating adversarial examples that closely resemble legit-
imate data while deceiving the model. In contrast, the
DeepFool attack is comparatively less effective, suggesting
a slightly better resistance to this perturbation, although
the performance was still substantially lower than on clean
data.

After incorporating adversarial training into the MAML
framework, the model exhibited a remarkable improvement
in robustness across all attack types. Fig. 4 illustrates the
system performance after adversarial training.

Against the FGSM attack, the model’s accuracy and recall
are significantly improved. Similarly, under the PGD attack,
the model’s accuracy increased to 94.72% and an F1 score of
94.95%. This enhancement reflects the model’s significant
resilience, demonstrating that adversarial training effec-
tively mitigates the impact of even the most potent PGD
attack. For the DeepFool attack, the model maintained
high robustness, achieving an accuracy of 96.92%. The
improvement in performance across all metrics underscores
the model’s enhanced capacity to generalize and defend
against diverse attack vectors.

The substantial performance gains after adversarial train-
ing demonstrate the effectiveness of integrating MAML
with adversarial strategies. The meta-learning capability of
MAML enables the model to learn adaptable parameters
that generalize well even in the presence of adversarial
perturbations. This adaptability allows the model to quickly
adjust to unseen attacks, significantly enhancing its robust-
ness compared to traditional training approaches. The near-
clean-data performance achieved after adversarial training

underscores the model’s ability to maintain high accuracy,
precision, recall, and F1 scores, making it a highly reliable
solution for IDS.

C. Computational Performance and Resource Efficiency

The proposed architecture demonstrated competitive in-
ference times across different attack scenarios. The av-
erage inferencing time for the three adversaries is ap-
proximately 50 microseconds, highlighting the framework’s
rapid response capability. This low latency ensures real-
time detection and mitigation of adversarial threats, mak-
ing it suitable for practical cybersecurity applications. The
low inferencing time showcases the proposed architecture’s
ability to enhance system resilience without compromising
computational performance. Therefore, it offers a scalable
and effective solution for securing IDSs.

The proposed architecture is also highly resource-
efficient, with a model size of only 0.06MB. This com-
pact size demonstrates its potential for deployment in
resource-constrained environments such as IoT devices,
edge computing systems, and other embedded systems.
The lightweight nature of the model, coupled with its high
accuracy and robustness, makes it an ideal choice for
practical cybersecurity solutions.

V. CONCLUSION

The article proposed lightweight and efficient MAML-
based adversarial training to combat adversaries in IDSs.
The proposed architecture is tested under different cases,
such as clean data and adversarial perturbations. Initially,
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the model achieved high accuracy on clean data, but its per-
formance significantly degraded under adversarial attacks.
To address this, we integrated adversarial training using
MAML, which substantially improved robustness across
multiple attack scenarios. The model also exhibited effi-
cient computational performance under three adversaries.
Moreover, its lightweight architecture ensured resource ef-
ficiency, making it suitable for IoT applications. For future
endeavors, we aim to extend our work by implementing
on embedded GPU devices for real-time IoT applications.
Additionally, we plan to explore automated hyperparam-
eter optimization, evaluate on diverse IoT datasets across
domains, and conduct real hardware experiments to further
validate generalizability and practical deployment.
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