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Abstract—With the rapid growth of the Internet of Things,
Intrusion Detection Systems (IDSs) have become critical to pro-
tect sensitive data. Conventional approaches collect all data on a
central server, which poses privacy and security issues. Federated
Learning (FL) provides a decentralized alternative by enabling
collaborative model training without sharing raw data. Despite
this, standard FL methods such as FedAvg still suffer from
high communication overhead due to the transmission of full
model weights at each iteration, which is problematic in resource-
constrained IoT environments. To address this problem, we build
upon our previously proposed communication-efficient federated
learning algorithm, eXtreme Federated Learning (XFL), and
extend it to IoT IDSs by incorporating attack classification
capabilities within the edge nodes. This work extends the original
XFL with an IoT-oriented adaptation, attack detection, and
hardware testbed evaluation. At each round, XFL optimizes and
sends a single neural network layer per IDS client using the
block coordinate gradient descent algorithm, thus lowering com-
munication costs, a key factor in IoT applications. We evaluate
both XFL and FedAvg on a hardware testbed (10 Raspberry Pi
devices) using a real-world traffic dataset (UNSW-NB15), showing
that XFL achieves a 60% reduction in communication overhead
with a comparable detection accuracy. Our implementation is
publicly available on GitHub.

Index Terms—Federated Learning, Communication Efficiency,
Internet of Things (IoT), Intrusion Detection Systems (IDS), Edge
Computing

I. INTRODUCTION

Context. The rapid growth of the Internet of Things has led to
the generation of massive amounts of data in various network
environments. Although this connectivity and data diversity
enable transformative applications, they also introduce signif-
icant security challenges, particularly in protecting sensitive
information against cyber threats. Intrusion Detection Systems
play a pivotal role in securing IoT networks by detecting and
mitigating potential attacks.

Motivation. Traditional Intrusion Detection Systems (IDSs)
typically rely on centralized data gathering and processing,
which raises significant privacy concerns and increases vulner-
ability to attack. Federated learning has emerged recently [1]
as a decentralized machine learning paradigm that allows col-
laborative model training without revealing data, thus mitigat-
ing privacy concerns. However, standard Federated Learning
methods such as Federated Averaging (FedAvg) also come
with significant communication overhead via the transmission
of full model weights at each iteration. This high overhead
is particularly challenging in Internet of Things environments,
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where devices are limited in resources and networks are often
bandwidth-constrained.

Contribution. To address these challenges, we propose a
communication-efficient federated learning approach to intru-
sion detection in IoT networks. Building upon our previously
introduced eXtreme Federated Learning (XFL) algorithm [2],
developed by our team (El Mokadem, Ben Maissa, et al.),
we extend it by incorporating attack classification capabilities
directly on edge devices (distributed IDS). XFL transmits a
single neural network layer from each device during updates
enhancing communication efficiency in resource-constrained
IoT environments. It is inspired by Block Coordinate gradi-
ent descent optimization [3], where only a subset of vari-
ables—here, a neural network layer—is optimized in each
training iteration while the others remain fixed. We validate
our method on a hardware testbed of 10 Raspberry Pi devices
using the real-world UNSW-NB15 [4] dataset. The code is
publicly available on GitHub [5]. Experimental results demon-
strate a 60% reduction in communication overhead versus
the standard FedAvg algorithm while maintaining comparable
intrusion detection accuracy, which shows XFL is a promising
solution for privacy-preserving IoT IDSs.

Contents. In Section II we present the Related Works. Sec-
tion III introduces our approach, including the underlying XFL
mathematical foundations, the deep learning models used, and
the type of IDS. Section IV outlines our experimental setup,
including the dataset and the client-server configuration. In
Section V, we detail the results of our experiments and discuss
them. Section VI concludes the paper.

II. RELATED WORK

Extensive research has been conducted on FL-based IDSs,
with several works looking into ways to improve scalability,
privacy, and speed.

Marmol Campos et al. [6] examined FL-based IDS in the
IoT domain, focusing on client participation, communication
rounds, and comparing aggregation methods like FedAvg and
Fed+ under varying client data distributions.

Ficco et al. [7] proposed a technique combining FL and
TL to enable on-device training of machine learning models
on IoT devices. Their approach showed enhanced model
performance while protecting the privacy of the data. The
potential of FL and TL to improve model performance on
devices with limited resources is demonstrated in this work.
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Tanyildiz et al. [8] showed how successful FL is at pre-
dicting attacks using the UNSW-NB15 dataset. Their model
achieved an accuracy of 99.93% and a sensitivity of 100%,
showcasing the potential of FL in enhancing network security
while preserving data confidentiality.

Sarhan et al. [9] proposed a Cyber Threat Intelligence
Sharing Scheme based on Federated Learning for Network
Intrusion Detection and adopted the NF-UNSW-NB15-v2 with
NF-BoT-IoT-v2 datasets for their experiment to validate per-
formance. Another study by Chunduru et al. [10] examined
privacy-preserving intrusion detection through a comparative
study between federated learning and traditional ML tech-
niques, identifying the best approach to improve NIDS systems
using the UNSW-NB15 dataset.

Marfo et al. [11] proposed a network anomaly detection
system using federated learning. They tested a neural network
model on the UNSW-NB15 dataset, achieving an accuracy
of 97.21%, reducing training time compared to traditional
centralized models.

While prior work has extensively explored intrusion detec-
tion in IoT environments, no study proposes a major reduction
in communication overhead, and much of it has focused on
simulations or assumed ideal hardware conditions. To address
this gap, we target IDSs for IoT using edge devices such
as Raspberry Pis, communication-efficient federated learn-
ing [2], and lightweight neural network classification adapted
to edge/loT constraints.

III. PROPOSED APPROACH

Our approach consists in building upon our eXtreme Federated
Learning (XFL -subsection III-A) algorithm for collaborative
training of lightweight neural networks (subsection III-C) on
Raspberry Pi edge devices. XFL is inspired by a type of
gradient descent called block coordinate descent optimization,
where a subset of variables — here, a neural network layer
— is optimized in each training iteration while others remain
fixed. Thus, we transmit one layer from each device in each
round, enabling the edge nodes to act as distributed IDSs
(subsection III-B), while minimizing communication.

A. XFL Framework and Mathematical Formulation

eXtreme Federated Learning (XFL) takes part of its inspi-
ration in the Block Coordinate Descent (BCD) optimization
technique [12], which updates only a subset of variables (a
block) at each iteration while keeping others fixed.

Given an objective function f(z1,...,x,), the BCD update
for block x; at iteration k is:

k+1 k k k
Ly 7$i—1ay7xi+15'--a'rn)

— argmin f(z¥, ...
Yy
where x; represents a block of parameters (e.g., a network
layer), and f is the global loss function to minimize.
Our idea was to treat each neural network layer as a block.
For a client k£ and layer ¢, the local update becomes:

Wit = Wi = Vi fi(Wy)

where W/ ; is the weight of layer i on client k at round ¢, 7
is the learning rate, and V, fi,(W}) is the gradient of the local
objective with respect to layer .

In the federated setting, only the selected layer [ is trans-
mitted by each client, and the server performs the aggregation
as:

Wgtl-(i)_blal,l = Wgtlobal,l -n: nil Z AW,
keS:

where AW, ; is the update sent by client k, S; is the set of
clients selected in round ¢, and n; is the number of updates
received for layer [.

The overall XFL process consists of the following steps.

1. Global Initialization: The server initializes a global
model Wyjopat With L layers and sends it to all clients.

2. Local Training: Each client minimizes its local loss
function

fr(w) = L Z U4, Y5, w)

\Dil 55,

using stochastic gradient descent (SGD), where Dy, is the local
dataset and ¢ is the loss on each data point.

3. Layer Selection and Update: In each round, clients
update and transmit one selected layer AW}, ;, typically chosen
cyclically to ensure full model coverage over time.

4. Aggregation: The server aggregates the received updates
for the selected layer using the formula above.

5. Redistribution: The updated global model is sent back
to all clients. This process is repeated for R > L rounds to
ensure that all layers are updated at least once.

Per round, each client’s forward and backward pass on a
layer requires O(m - n) operations, while server aggregation
over k clients requires O(k-m), where m and n are the layer
dimensions.

B. Intrusion Detection Systems for the IoT

An IDS detects and responds to attacks within a computer
system by identifying patterns that indicate unauthorized or
malicious behavior [13]. In this paper, we are interested
in network-based anomaly detection, a subset that identifies
outliers from normal behavior within a system or network traf-
fic [14]. Unlike other IDSs, network-based anomaly detection
can identify new or unknown attacks, which makes it particu-
larly appropriate for dynamic and changing environments like
the IoT. The distributed configuration is especially powerful:
each node (device) has a local model analyzing traffic and
contributes to the shared global model.

Deploying such IDSs in Internet of Things (IoT) environ-
ments poses challenges due to the limited processing power
of devices and strict data privacy requirements. This is why
we employ XFL.

C. Neural Network Models and Training Details

1) Model Architecture

For the purpose of the IoT/edge device training, we use two
lightweight neural network models to implement XFL [2] and
FedML, which are MLP and RNN. Table II shows the layer
configurations and the number of parameters for each model.
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TABLE I
EXPERIMENTAL PARAMETERS

Parameter Range/Values

Description

[ (Layer updates) 1,All
E (Local epochs) 10

B (Batch size) 64
Lr (Learning rate)  0.001
N (Nodes) 8,9

¢ (Classes) 9 (iid), 9 (non-iid)

Number of neural network layers for which updates are sent
Number of training iterations per client before aggregation
Number of samples per gradient update

Step size for gradient descent optimization

Number of participating clients in FL training

Number of target classes in the training data

TABLE I
MODEL ARCHITECTURES AND PARAMETER SIZES

Model Layer Configuration Number of Parameters Approx. Size
MLP 2 Dense + Output Dense (Softmax) ~53,641 ~210 KB
RNN 3 SimpleRNN + Output Dense (Softmax) ~139,625 ~540 KB

Sending Layer Weight Update to the Server Model Update to the Nodes

i Layer 1 + Layer 2 + Layer3&>

Server

Global Model

Layer 1 Giobal Model Layer2 Global Model Layer3 Global Model

—Training—>®J —Training—>®>
Local Data Local Data

Client 2

Trainin

Local Data

Client 1 Client N

Fig. 1. Architecture of the IDS based on XFL

The MLP consists of two fully connected layers with 256
and 128 neurons respectively, and one output layer with 9
neurons to simulate the classes or attacks that we need to
classify. The RNN model has three SimpleRNN layers with
256, 128, and 64 neurons respectively, and one output layer
with a softmax activation function. These models are tested
on both IID and non-IID data distributions using the XFL and
FedML architectures.

2) Training Details

The parameters used are summarized in Table I. For the
learning rate, we applied grid search and found that a value
of 0.001 is the best, giving the highest accuracy. For the batch
size, after empirically testing different values, we set it to
64. For the number of epochs, we chose 10 based on the
trade-off between model performance and training time. The
architectural details and parameter sizes for each model are
given in Table II.

IV. EXPERIMENTAL AND SYSTEM SETUP

A. Hardware testbed and architecture

For the experiments, we used a total of 10 Raspberry Pi 4
devices in our testbed setup, which are widely available in

IoT applications. In this paper, we implement two testbeds (see
Fig. 2): one for running the MLP model using 9 Raspberry Pis
- 1 as a server and 8 as clients — and another for the RNN
model using all 10 devices — 1 as a server and 9 as clients.
The detailed specifications of the Raspberry Pi 4 Model B are
shown in Table III.

Raspberry pi Server

——» Weights uploading
______ » Model updating

&)

4

<
Raspberry pi Raspberry pi Raspberry pi Raspberry pi
Fig. 2. IoT Testbed Architecture
TABLE III
LIST OF HARDWARE COMPONENTS
Component Model / Description
Microcontroller ~ Raspberry Pi 4 Model B (1 GB RAM)

microSD Card 32 GB, Class 10 (Raspberry Pi OS)
5V / 3A USB-C (official adapter)

Wi-Fi

Power Supply
Networking

B. Dataset and preprocessing

We use the UNSW-NBI15 dataset [4] for the training and
testing. Released in 2015, the dataset contains a total of
2,540,044 records to detect and evaluate network intrusion.
We believe this specific dataset is comprehensive; it contains
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49 features per record, which fall into five data types: binary,
timestamp, float, integer, and nominal. Basic features, content
features, flow features, time features, labeled features, and
additional generated features were the six categories into
which the acquired features were separated.

After preprocessing our data, balancing classes, and select-
ing features while considering IoT device resources, it still
contains 20 features, as shown in Table IV. And as the target
labels of our model (attack_cat), there are different categories
for the classification of network traffic, as follows.

o Normal: Legitimate network traffic with no malicious
activity.

o Generic: Attacks exploiting cryptographic weaknesses
across multiple protocols.

« Exploits: Attacks leveraging system vulnerabilities for
unauthorized access.

o DoS (Denial of Service): Overloading a system or net-
work to disrupt services.

o Fuzzers: Sending malformed inputs to uncover security
flaws.

+ Reconnaissance: Gathering network information for fu-
ture attacks.

« Analysis: Inspecting network traffic to extract sensitive
data.

o Worms: Self-replicating malware spreading via vulnera-
bilities.

« Backdoor: Hidden access points bypassing authentica-
tion.

C. Frameworks and Software Stack

The frameworks used in this research were TensorFlow and
Flower [15]. The TensorFlow framework was used to define
and train DL models, which are neural networks designed for
intrusion detection.

Flower is a more recent framework designed to create a
client-server architecture for federated learning training and
communication between distributed clients. It uniquely sup-
ports heterogeneous clients across different ML frameworks
(including TensorFlow and PyTorch) and also includes an RPC
client, a federated learning loop, and support for libtorch C++
for high-performance deployment. The full implementation of
our system is publicly available at [5].

D. Client and Server Configuration

Each FL client is deployed on a Raspberry Pi 4, simulating
real-world edge devices with constrained resources. Clients
are responsible for local data handling, training, and commu-
nication with the server. Each client receives a specific subset
of the dataset, and the number of samples assigned varies
depending on the model used, simulating different workload
distributions. Clients perform local training using TensorFlow
for a predefined number of epochs before sending updates to
the server. We vary several hyperparameters, such as batch
size, learning rate, and number of local epochs (Table I).
Additionally, clients may send only partial updates of the
model layers depending on the configuration (i.e., updating
just the last layer or the full model).

All communication between clients and the server takes
place over a local network, providing a controlled environ-
ment to measure latency, model accuracy, and communication
efficiency.

Regarding the federated learning server configuration, we
simply use another Raspberry Pi 4 for this role.

V. SIMULATION RESULTS AND DISCUSSION

In this section, we present the results of each model on a
specific number of nodes (Raspberry Pi), while also discussing
the implications. Each model has specific parameters (Table I)
that must be respected in order to adapt it to both approaches,
XFL and FedAvg.

A. Simulation Results and Analysis

We provide in Fig. 3 the evolution of accuracy per aggregation
round for XFL and FedAvg under both IID and non-IID data
using MLP and RNN models. We observe that, in the IID
scenario where each client has the same number of samples for
all classes, FedAvg and XFL achieve approximately the same
accuracy (Table V) with a slight difference. FedAvg always
performs well, but it requires transmitting the entire model
in each round, leading to communication overhead. Despite
this, XFL achieves competitive accuracy by transmitting only
one layer in each round. This highlights the communication
efficiency of the algorithm. For the non-IID scenario, where
each client has samples for only some classes and the data is
not balanced, we observe that FedAvg achieves better accuracy
than XFL. This can be attributed to the greater sensitivity of
XFL to data heterogeneity, as the partial updates exchanged
may not capture the full model dynamics under highly skewed
distributions.

MLP Accuracy (IID vs non-lID) RNN Accuracy (IID vs non-lID)

Accuracy Score
-

—e— FedAvg (IID)

i FedAvg (non-1ID)
O —+— XFL (IID)
--4-- XFL (non-IID)

—e— FedAvg (IID)
FedAvg (non-1ID)

—+— XFL (IID)

--4-- XFL (non-IID)

2 3 6 & 18 20 2 3 6 & 18 20

) )
Aggregation Rounds Aggregation Rounds

Fig. 3. Accuracy score comparison for RNN and MLP

Fig. 4 compares the performance of FedAvg and XFL.
It illustrates the relationship between global accuracy and
cumulative bandwidth consumption for the RNN model under
both IID and non-IID scenarios. We observe a consistent
increase in data exchanged over communication rounds.

XFL is more efficient in terms of communications in both
IID and non-IID scenarios. As shown in Figure 4, it achieves
approximately 93.3% global accuracy by transmitting only
516.7 MB, compared to FedAvg, which scores 94.4% with
1241 MB. In the non-IID case, although FedAvg achieves
higher accuracy (91.8% vs. 87.1% for XFL), our approach
remains competitive while significantly reducing bandwidth
usage.
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TABLE IV

DESCRIPTION OF INPUT FEATURES.

Feature Description Type
dur Connection duration Numeric
service Type of service Categorical
sbytes Bytes sent from source Numeric
dbytes Bytes received at destination Numeric
rate Packet transfer rate Numeric
dload Download load Numeric
dinpkt Packets received at destination Numeric
djit Jitter at destination Numeric
stcpb First TCP sequence number sent Numeric
dtcpb First TCP sequence number received Numeric
dwin TCP window size at destination Numeric
ackdat Acknowledgment data in TCP Binary
smean Mean source packet size Numeric
dmean Mean destination packet size Numeric
trans_depth Transaction depth Numeric
response_body_len  HTTP response body size Numeric
ct_state_ttl Count of same state and TTL connections  Numeric
ct_dst_Itm Count of connections to same destination Numeric
ct_ftp_cmd Count of FTP commands Numeric
ct_flw_http_mthd Count of HTTP methods used Numeric
attack_cat Attack category (if any) Categorical

TABLE V
EXPERIMENTAL RESULTS FOR DIFFERENT MODELS ON THE UNSW-NB15 DATASET

Approach Model Dataset Clients Layers Epochs Accuracy Data Sent/Round (MB) Local Training Time (s) CPU Usage (%) RAM Usage (MB)
FedML MLP UNSW-NBI15 (IID) 10 2 10 94.7 73.00 46.9 19.81 56.43
MLP UNSW-NBI5 (non-IID) 10 2 10 92.54 25.05 46.66 23.59 53.11
XFL MLP UNSW-NBI15 (IID) 10 2 10 94.2 11.00 39.34 20.10 58.02
MLP UNSW-NBI15 (non-IID) 10 2 10 89.62 3.77 39.29 23.53 51.35
FedML RNN UNSW-NBI15 (IID) 8 4 10 95.09 62.06 113.22 46.09 62.53
RNN UNSW-NBI15 (non-IID) 8 4 10 92.63 12.71 112.59 32,67 59.40
XFL RNN UNSW-NBI15 (IID) 8 4 10 93.9 25.84 101.51 51.55 60.19
RNN UNSW-NBI15 (non-IID) 8 4 10 89.27 9.97 101.53 3322 60.00

RNN - Accuracy vs. Bandwidth Consumption Over Rounds (IID vs non-IID)

IID - FedAvg vs XFL

85| o

non-IID - FedAvg vs XFL

—

—e— FedAvg (non-IID)
XFL (non-1ID)

-

Global Accuracy (%)

—e— FedAvg (IID)
o XFL (IID)

800 000 1200

o 200 00 00 1 250
Cumulative Average Data Exchanged (MB)

3 50 160 150 200
Cumulative Average Data Exchanged (MB)

Fig. 4. Bandwidth consumption over rounds for RNN

Fig. 5 illustrates the same comparison for the MLP model,
and similar patterns emerge. While XFL achieves acceptable
accuracy levels more quickly and with considerably lower
bandwidth usage, FedAvg leads to significantly greater data
exchange. In the IID scenario, XFL reaches approximately
93.5% global accuracy by exchanging only 220 MB, compared
to 1460 MB for FedAvg to reach 94.2%. In the non-IID case,
although FedAvg ultimately achieves slightly higher accuracy
(91.8% vs. 89.2% for our approach), we maintain a competi-
tive performance while consuming much less bandwidth (75.3

MB versus 501 MB).

FedAvg consistently incurs higher bandwidth consumption
than XFL in both IID and non-IID scenarios. This can be
explained by the significant communication overhead caused
by the fact that FedAvg transmits all model parameters in each
cycle.

While XFL does not reach the same accuracy as FedAvg,
it achieves reasonably high accuracy using substantially less
bandwidth. This efficiency is particularly notable in the non-
IID setting, where XFL shows practical performance with only
a fraction of the data exchanged.

These findings reinforce the communication efficiency of
XFL, which supports high precision when utilizing much
less bandwidth compared to FedAvg, especially in scenarios
involving non-IID data distributions. This balance makes the
approach particularly suitable for bandwidth-constrained or
limited-resource environments.

B. Discussion and insights

Several insights into the performance trade-offs between the
proposed XFL approach and FedAvg are provided by the
experimental results presented in Table V and Figures 4 and 5.
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First, we observe that FedAvg achieves a slightly higher
global accuracy but with greater communication overhead cost.
By sending all model layers in each iteration, FedAvg leads to
bandwidth usage up to six times higher than XFL (e.g., MLP
model under IID, 1460MB vs. 220MB). By transmitting only
one layer per round, XFL reduces the communication footprint
while preserving competitive accuracy levels (e.g., 93.5% vs.
94.2% for MLP).

Second, in IID scenarios where data distributions among
clients are balanced, XFL consistently approximates FedAvg’s
performance with minimal accuracy loss (less than a 1%
gap). This shows that the key dynamics of the global model
may be captured by sharing only partial updates for well-
balanced data without significant degradation in performance.
As a result, XFL promises to be a solution for environments
with constrained communication resources, such as IoT edge
networks.

Third, FedAvg typically performs better than XFL in non-
IID data distribution, where data heterogeneity creates diffi-
culties for model convergence. For instance, FedAvg achieves
91.8% accuracy in the RNN model, while XFL reaches 87.1%.
This gap is due to the partial updates, which capture only a
few patterns in non-IID data. However, XFL still performs
well in reducing bandwidth, cutting total data transmission by
almost ten times (e.g., 75.3MB vs. S0IMB for MLP).

This highlights how XFL can perform well in IoT environ-
ments, preserving communication and energy efficiency.

MLP - Accuracy vs. Bandwidth Consumption Over Rounds (IID vs non-1ID)

1ID - FedAvg vs XFL

A= e

—e— FedAvg (IID)
o XFL (1ID)

non-IID - FedAvg vs XFL

Global Accuracy (%)

—e— FedAvg (non-IID)
XFL (non-ID)

00 1400
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Cumulative Average Data Exchanged (MB) Cumulative Average Data Exchanged (MB)

Fig. 5. Bandwidth consumption over rounds for MLP

VI. CONCLUSION

In this paper, we address the challenge of securing IoT
environments using decentralized learning techniques to detect
anomalous network behavior, with a focus on communication
efficiency and energy consumption. We propose an approach
for intrusion detection in the 10T, building upon our previous
algorithm, eXtreme Federated Learning (XFL) [2]. We deploy
deep learning-based IDS models directly on a testbed of 10
edge devices (Raspberry Pi) using the real-world UNSW-
NB15 dataset. Inspired by block coordinate gradient descent,
XFL transmits only a single model layer at each iteration,
significantly reducing communication overhead while main-
taining comparable detection accuracy.

Experimental results show a 60% reduction in communi-
cation costs compared to standard FedAvg. These findings
underscore the importance of using communication-efficient
federated learning in resource-constrained IoT environments

to optimize resource and energy usage.

Future work will explore more complex IoT scenarios and
further decentralization strategies to enhance both privacy and
performance.
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