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Abstract—The integration of Internet of Things (IoT) tech-
nologies in healthcare has revolutionized patient monitoring and
medical data collection, but it has also introduced new vulnera-
bilities to cyberattacks. Ensuring the security of these connected
medical devices is essential to maintain patient safety and system
reliability. In this study, we propose a lightweight semi-generative
deep learning framework based on a Variational Autoencoder
(SG-VAE) for detecting attacks in IoT-based healthcare systems.
The model compresses high-dimensional network traffic into a
latent representation using the VAE encoder and employs a
classification head to detect potential cyber threats directly from
the latent space. Unlike conventional generative models focused
on input reconstruction, our SG-VAE leverages the generative
structure purely for efficient and effective classification, resulting
in a high-throughput, real-time system in resource-constrained
environments. To enhance transparency and interpretability, we
integrate two eXplainable AI (XAI) techniques, SHAP and LIME,
to provide insights into model decisions, helping stakeholders
understand which features influence predictions most. Experi-
mental results on a publicly available IoT-based ICU healthcare
security dataset demonstrate that our model achieves near-perfect
accuracy, 1.00, and high throughput, 54,286 samples/second,
making it both highly effective and practical for deployment in
real-world healthcare systems. All code required to reproduce
the experiments is publicly available on Dropbox'.

Index Terms—IoT, Healthcare, Explainable AI, Machine
Learning, Network Security, Artificial Neural Network

I. INTRODUCTION

The Internet of Things (IoT) connects physical devices like
sensors and actuators to the internet, enabling automation and
data exchange [1]. This connectivity enables automation, real-
time monitoring, and intelligent decision-making. IoT has been
widely adopted across various sectors, improving operational
efficiency and enabling data-driven services [2]. Especially in
the healthcare domain, the Internet of Medical Things (IoMT)
is playing a critical role in transforming medical systems [3].
IoMT technologies have enhanced patient monitoring, enabled
real-time data collection, and facilitated automated control of
essential medical equipment such as IV bags, ventilators, and
vital sign monitors [4]. However, this increased connectivity
introduces significant cybersecurity challenges [5]. Medical
IoT devices often operate with limited resources in life-critical
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settings, making them prime targets for cyberattacks [6]. A
compromised IV bag sensor, for instance, can result in the
delivery of expired or incorrect medication, posing serious
risks to patient safety [7]. According to a 2025 report by Sean
Blanton?, cyberattacks on IoMT surged by 123%, with breach
costs reaching up to $10 million per incident.

IoMT devices are vulnerable to cyberattacks such as mal-
ware, data tampering, and man-in-the-middle attacks, which
can disrupt patient care and compromise sensitive data [4].
For example, ransomware can disable critical systems like IV
pumps, leading to delays or unsafe treatments [8]. To mitigate
these risks, researchers have proposed lightweight Al-based
intrusion detection systems (IDS) that can be deployed at the
edge [9]. However, traditional IDS still struggles to handle the
high volume and speed of IoMT traffic in resource-constrained
environments, often resulting in delayed or missed detections
[10]. Additionally, the lack of explainability in traditional IDS
limits trust and interpretability [11]. Therefore, there is a need
for an approach that offers high accuracy, high throughput,
low computational cost, and robust explainability to ensure a
trustworthy and reliable healthcare security system.

To address the challenges of achieving high accuracy,
operating in resource-constrained environments, and ensuring
model trustworthiness, this study proposes a lightweight semi-
generative model that offers high accuracy, low computational
cost, and efficient resource usage, along with explainability
features. Specifically, we deploy a semi-generative approach
with an integrated classification layer. For explainability, we
incorporate eXplainable Al (XAI) techniques such as SHAP
and LIME to understand which features most influence attack
predictions and to interpret the model’s decisions. The key
contributions of this study are as follows:

o We propose a lightweight semi-generative Variational
Autoencoder (SG-VAE) for attack detection in IoMT. SG-
VAE eliminates the need for a decoder during inference,
making it suitable for deployment in resource-constrained
networks like JToMT.

o We integrate XAI techniques (SHAP?, LIME*) to en-
hance transparency and interpretability of the model.
These techniques show that features such as checksum,
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MQTT header length, and topic length contribute posi-
tively to detecting attacks, increasing user trust.

o We evaluate the SG-VAE in terms of performance,
achieving approximately 1.00 mean accuracy with a stan-
dard deviation of £0.00, using only 17.39% memory, and
delivering a high throughput of 54,286 samples/second.

The structure of this paper is organized as follows: Section
II reviews related work, Section III outlines the methodology,
Section IV describes the proposed SG-VAE framework, and
Section V describes baseline methods. Section VI presents
results and discussion, and Section VII concludes the study.

II. RELATED WORK

In this section, we examine recent work on IoMT security
and Al-based IDS for [oMT. T. Ganai et al. [12] highlight key
cybersecurity challenges in healthcare IoT, including device
heterogeneity and resource limits, while N. Sharma and N.
Jindal [13] explore the integration of Al, IoT, and cybersecu-
rity, supporting deep learning applications in clinical systems.

To mitigate [oMT security challenges, researchers have pro-
posed several machine learning and deep learning frameworks.
Hussain et al. [14] employed classical classifiers such as
Random Forest, XGBoost, and ANN to detect malicious traffic
in smart healthcare systems, achieving high accuracy, but
offering limited interpretability or generative insights. Khan
et al. investigated anomaly detection in healthcare IoT using
ensemble models, though their framework lacked support for
explainable outputs or lightweight adaptability [15].

Several recent studies have explored deep learning and
metaheuristic approaches for securing IoT-based healthcare
systems. Kacem et al. [16] proposed a GRU-based detection
framework using the IoT-Flock dataset to classify cyberat-
tacks in healthcare IoT, showing superior performance over
RNN, CNN, and LSTM alternatives, achieving high accuracy
and AUC-ROC scores. Goswami et al. [17] developed a
metaheuristic-driven IDS, the Lion-Salp-Swarm-Optimization
Algorithm (LSSOA), also using IoT-Flock data. By combin-
ing multiple optimization techniques, their system effectively
reduced false positives and improved detection performance
in IoMT environments. Similarly, the study [18] applied Deep
Gated Recurrent Unit (D-GRU) on the IoT health dataset to
detect anomalies, emphasizing the efficacy of GRU architec-
tures in modeling healthcare traffic patterns and improving
attack detection rates. Chakraborty et al. [19] proposed a multi-
source transfer learning approach to healthcare cybersecurity,
showing promising detection capabilities across distributed
data environments. However, the study fell short in leveraging
interpretable frameworks or generative paradigms. In contrast,
Algethami and Alshamrani [20] developed a hybrid deep
learning model combining ANN, GRU, and BiLSTM, achiev-
ing near-perfect performance and incorporating explainability,
making it one of the few approaches aligned with clini-
cal trustworthiness standards. Similarly, Nasayreh et al. [21]
demonstrated the effectiveness of intelligent feature extraction
pipelines in identifying healthcare cyberattacks using advanced
deep learning techniques.

Among recent advances, deep generative models, particu-
larly Variational Autoencoders (VAEs), have gained attraction
for anomaly detection J. Rheey and H. Park [22] applied
a spatial-temporal VAE to healthcare IoT data, achieving
strong detection performance on ICU sensor streams; how-
ever, their approach remains limited due to its reliance on
reconstruction error and lack of integration with real-time
classification pipelines. In contrast, Manoharan and Thathan
[23] introduced the GTPDA model, which combines Group
Teaching Optimization with a Conditional Probabilistic Deep
Autoencoder to improve intrusion detection in IoMT. Their
model achieved 99% accuracy across multiple benchmark
datasets, showcasing the effectiveness of optimized feature
selection and probabilistic deep learning for [oMT security.

Interpretability remains a key requirement in healthcare
applications. L. Antwarg et al. [24] pioneered the use of Kernel
SHAP for interpreting autoencoder-based anomaly scores,
while B. Sharma et al. [25] later incorporated LIME and SHAP
into IDSs to enhance trust and transparency. Despite these ad-
vances, few studies have embedded explainability directly into
generative modeling for healthcare-specific use cases. Recent
efforts have shifted toward integrating deep learning and XAI
for IoMT security. Kalakoti et al. [26] proposed a Transformer-
based IDS enhanced with XAI techniques like LIME and
SHAP, demonstrating high accuracy on the CICIoMT2024
dataset and evaluating explanation quality using faithfulness,
sensitivity, and complexity metrics. Similarly, Altrad et al.
[27] presented a lightweight ML-based framework utilizing the
same dataset, focusing on real-time deployment with LIME-
based interpretability and comparative performance across
multiple classifiers. Alsharaiah et al. [28] addressed the critical
issue of spoofing attacks in IoMT by designing a custom
attention-based Transformer model, combined with SMOTE-
Tomek preprocessing and SHAP, achieving 99.71% accuracy.
Table I shows the summary of related work.

TABLE 1
COMPREHENSIVE RELATED WORK SUMMARY
Year _ Ref. Model Accuracy Limitati ToT _Med XAI  Gen.
2021 [14] RE NB, XGB, ANN 99.5% No XAL no Gen. model v/ X X x
LR, KNN, SVM, NB, TIoT testbed,
2 2 RE, DT, ANN 2 lacks IoT traffic 4 4 & 4
2023 [19] Multi-source TL ~96% No XAI/GenAl v X X X
Limited interpretability,
2024 [16] GRU 99% No interprefability v v X X
2024 [17) LSSOA 99.59% Complex optimization v v X X
RF, AdaBoost, LR, PN e
2024 [15] Perceptron, DNN ~96% Single CIC IoT dataset v/ v X x
Non-IoT dataset,
2024 [30] MIC-XGBoost 95.01% 10 XAUGenAl x X X x
No XAI
2024 [23] GTPDA 99.100% nointerpretabilty v v X X
2024 [26] T““S'O'l"l‘lf/‘[; SHAP, 99%+ No generative model oo v X
No interpretability,
2005 [18] D-GRU 96.33 limited generalizaton ¥ Y X X
RF, GB, LR, Simple XA
2025 1271 SVM + LIME 97% (RF/GB) no deep models v/ v v x
2025 [28]  Transformer + SHAP 99.71% No global XAI v v v x
2025 Our SG-VAE, SHAP, ~1.00 £0.00 No Real-Time Testing v v v v

LIME

Limitations & gaps. Despite notable advancements, the
current landscape of IoT healthcare security remains frag-
mented. Few existing approaches effectively integrate deep
generative modeling, real-time detection, and XAI. This gap
underscores the need for unified solutions like the proposed
SG-VAE framework, which combines the compactness and
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robustness of variational encodings with enhanced decision
interpretability via SHAP and LIME. Moreover, SG-VAE
is trained and validated on a realistic ICU dataset, ensur-
ing high predictive accuracy while maintaining transparency
and efficiency, key requirements for deployment in resource-
constrained, safety-critical medical environments.

III. PROPOSED METHODOLOGY

This study proposes a lightweight SG-VAE approach to
protect IoT-based healthcare systems from cyberattacks us-
ing an Al-based framework, as illustrated in Figure 1. The
methodology consists of several steps: dataset acquisition, data
preprocessing, data scaling, model training, evaluation, and
explainability.

Training
| 2
1 m ; r = Trained
|I‘@ i -> 3
p o — 3 9
1 IoT™M Dataset Data §

ISensors splitting bAESELL]
' Data

Fig. 1. Overview of the proposed methodology

Dataset description. We utilized the IoT Healthcare
Security Dataset (IoT-Flock)’, which simulates a smart

ICU scenario with two beds, each containing nine
patient-monitoring sensors and one Bedx-Control-Unit
[14]. These devices were generated using the IoT-
Flock tool. The dataset contains both normal and

malicious network traffic, organized across three files:
attack.csv (malicious), patientMonitoring.csv,
and environmentMonitoring.csv (both normal).
Dataset samples count are shown in Table II

TABLE 11
DATASET DISTRIBUTION BY TRAFFIC TYPE

Traffic Type Sample Count

Attack Traffic 80,126
Patient Monitoring (Normal) 76,810
Environment Monitoring (Normal) 31,758
Total Samples 188,694

Data Splitting. After preprocessing, the dataset was divided
into training and testing sets using an 80:20 ratio. This ensures
the model is trained on a majority of the data and tested
on unseen samples. Additionally, 5-fold cross-validation was
applied to ensure robustness and generalization. Performance
was evaluated using mean accuracy and standard deviation
(STD). Table III shows the class distribution of the data.

Preprocessing. We applied data normalization using
StandardScaler to scale numerical features and improve
model convergence and performance. Categorical features
were transformed using LabelEncoder to convert them into
a numeric form suitable for model input. This step ensures that

Shttps://www.kaggle.com/datasets/faisalmalik/iot-healthcare-security-
dataset

TABLE III
CLASS DISTRIBUTION IN TRAINING AND TESTING SETS

Class Label  Training Samples  Testing Samples

Normal 87,036 21,532
Attack 63,919 16,207
Total 150,955 37,739

the input features are on the same scale, which is crucial for
efficient model training.

Input Features. Each traffic record in
Flock dataset is represented by 34 features derived
from packet headers and MQTT metadata. These
include generic network-layer attributes (e.g., ip.ttl,
ip.proto, tcp.srcport) and loT-specific fields (e.g.,
mgtt.msgtype, mgtt.hdrflags, mgtt.topic_len).
Together, these features capture both low-level traffic
behavior and application-layer semantics, enabling the model
to distinguish normal and malicious activities effectively.

Model Training & Evaluation. The proposed SG-VAE
model was trained on the training set and evaluated on the
test set. The SG-VAE leverages the encoder of a variational
autoencoder to learn compact and informative latent repre-
sentations of the data (see Section IV), making it ideal for
resource-constrained IoT environments. Additionally, 5-fold
cross-validation was conducted to reduce overfitting and assess
model generalizability. The performance metrics include mean
accuracy, STD, CPU usage, memory consumption, training
time, and throughput to evaluate system efficiency.

Explainability. To enhance model transparency and build
trust, we employed SHAP and LIME explainability methods.
SHAP (SHapley Additive exPlanations) provides a game-
theoretic approach to explain individual predictions, while
LIME (Local Interpretable Model-agnostic Explanations) of-
fers local approximations of the model’s decision boundaries.
These tools helped identify key features that contribute most
significantly to the classification decision, making the model
more interpretable and suitable for deployment in critical
healthcare environments.

the IoT-

IV. SEMI-GENERATIVE VAE (SG-VAE)

To enhance model transparency and build trust, we em-
ployed two complementary eXplainable Al (XAI) methods:
SHAP and LIME. SHAP (SHapley Additive exPlanations)
assigns each feature a Shapley value, derived from cooper-
ative game theory, to quantify its contribution to the model
output [31]. In our experiments, SHAP highlighted features
such as checksum, MQTT header length, and topic
length as strong indicators of malicious traffic. LIME (Local
Interpretable Model-agnostic Explanations), on the other hand,
builds a simple local surrogate model around a single predic-
tion to approximate the decision boundary [32]. For exam-
ple, LIME identified tcp.srcport and ip.proto as key
drivers of benign classifications in specific instances. Together,
SHAP provides a global, consistent view of feature importance
across the dataset, while LIME offers instance-level inter-
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pretability. This combination strengthens the trustworthiness
of SG-VAE in safety-critical IoT healthcare environments.

Encoder. The encoder maps the input x into a latent space
by producing two outputs: the mean p and the log-variance
log o2 of a Gaussian distribution. These are computed using
two parallel dense layers. Instead of sampling directly from
this distribution, which would break backpropagation, we use
the reparameterization trick. This trick expresses the latent
variable as z of the input data. z = p + o ©€, where € ~
N(0,T). This allows the model to learn a compressed, but
informative, representation

Latent sampling. Instead of creating a fixed latent vector,
SG-VAE learns a distribution and samples from it during
training. This approach helps the model generalize better by
introducing controlled randomness. We use the standard VAE
trick to sample from the distribution N'(u, o?).

Classifier and loss function. The latent vector z is passed
through a small neural network that outputs a probability score
using a sigmoid function. This score indicates the likelihood
that the input represents an attack or not, which is formatted
as: § = o(h(z)), where z is the latent representation, o is the
sigmoid activation function defined as () = =, and §
is the predicted probability of the input being an attack. The
model is trained using a combination of three loss components.
First, the classification loss is computed using binary cross-
entropy between the true label y and the predicted label g.
Second, the Kullback-Leibler (KL) divergence encourages the
latent space to remain close to a standard normal distribution.
Third, the reconstruction loss (used only during training, not
inference) measures how well the model can reconstruct the
input from the latent vector. The total loss is a weighted sum
of these components as Liotq1 = Leis+P1-Lxr+ 52 Liceon-

During deployment, the decoder is skipped to reduce in-
ference computational overhead. The model focuses solely
on leveraging the latent features for classification, making it
efficient and suitable for real-time inference on IoMT devices.
Figure 2 presents the SG-VAE architecture, which includes an
encoder, latent space, and classifier.

Sampling
(latent z)

Gense Layer
(1, 'signoid’)

Input
(34 Features)

Dense Layer
)32, "Relu")

Fig. 2. Proposed SG-VAE Architecture

The encoder consists of a dense layer with 64 neurons and
a ReLU activation function. We use ReLLU activation due to

its computational simplicity and ability to avoid vanishing
gradients. Single-layer encoder followed by a 16-dimensional
latent space, balancing expressiveness and efficiency. The
classifier uses a 32-neuron hidden layer and an output layer
with 1 neuron and a sigmoid activation function to produce a
binary prediction. Using 64 and 32 neurons keeps the archi-
tecture lightweight and suitable for resource-constrained IoMT
environments. The model is trained using the Adam optimizer,
chosen for its adaptive learning rate and fast convergence, with
binary cross-entropy loss, over 50 epochs and a batch size of
64.

V. BASELINE MODELS

To benchmark the performance of the proposed SG-VAE
model, we evaluated a comprehensive set of traditional ma-
chine learning and deep learning models in terms of accuracy,
throughput, and resource consumption.

Traditional Machine Learning Models. We selected a
diverse range of classical classifiers known for their applicabil-
ity in tabular classification tasks [33]: (i) Logistic Regression
(LR), a simple yet effective linear model, suitable for binary
classification; (ii) K-Nearest Neighbors (KNN), a non-paramet-
ric model using 7 neighbors to classify based on distance;
(iii) Support Vector Machine (SVM), that utilizes an RBF
kernel for capturing non-linear relationships; (iv) Naive Bayes
(NB), a probabilistic classifier based on Gaussian likelihood
assumptions.

Deep Learning Baselines. To provide a deep learning
comparison, we implemented two widely used architectures:
(i) LSTM, a stacked Long Short-Term Memory network com-
posed of two LSTM layers (64 and 32 units), followed by
a dense layer with 64 neurons and ReLU activation, and
a sigmoid output layer; this model is suitable for temporal
dependencies in sequence-like tabular data; (ii) CNN, a 1D
convolutional neural network composed of two Conv1D layers
(32 and 64 filters), a MaxPooling layer, Global Max Pooling,
and two dense layers (64 ReLU + 1 Sigmoid). This model
is useful for learning spatial hierarchies of features. All deep
learning models were trained for 50 epochs with a batch size
of 64 using the Adam optimizer and binary cross-entropy loss.

VI. RESULTS & DISCUSSION

Table IV presents the performance comparison between SG-
VAE and several baseline models across multiple metrics.
The proposed SG-VAE model delivers perfect accuracy with
zero standard deviation, demonstrating robust classification
performance. It also achieves the highest throughput at 54,286
samples per second while consuming only 17.39 MB of mem-
ory, making it both accurate and computationally efficient.

In comparison, deep learning models like CNN and LSTM
also achieved perfect accuracy but required significantly more
computation time and memory, which limits their practicality
in real-time, resource-constrained IoMT deployments. CNN
and LSTM performed poorly in terms of throughput, achieving
only 25,105 and 1,827 samples per second, respectively, far
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from ideal for real-time scenarios. On the other hand, tradi-
tional machine learning models such as LR and NB offered
fast inference and low memory usage, but fell slightly short in
terms of accuracy. Compared to SOTA approaches, SG-VAE
offers the best balance across all performance metrics. Figure
3 illustrates per-epoch accuracy and loss values for SG-VAE.

TABLE IV
MODELS’ PERFORMANCE FOR ATTACK DETECTION
Model CT TP MU CPU MAZ£STD
SG-VAE 570.88 54286 17.39 92.50  1.00£ 0.0000
CNN 1222.44 25105 60.71  101.50  1.00+£ 0.0000
LSTM 8695.17 1827  162.12  135.50  1.00+£ 0.0000
LR 22.4341 172572 47.29 44.50  0.984 0.0008
NB 501 170257 4534 2.50 0.99£0.0002
KNN 186.90 725 57.68 22.50  1.00£ 0.0000
SVM 2053.46 2849 21.54 12.50 0.99+0.0003

CT - Computation Time (training time in seconds); TP — Throughput (number of
samples processed per second); MU — Memory Usage (in MB); CPU — CPU Usage
(in %); MA — Mean Accuracy (range: 0 to 1); STD — + Standard Deviation.
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Fig. 3. SG-VAE Per Epoch Performance

A. SG-VAE Explainability

Figure 4 illustrates the SHAP waterfall explanation for a
single test sample classified as benign. The base value (model
bias) starts at 0.46, and several features push the predic-
tion downward, resulting in a final output of 0.00 (normal
traffic). The most influential features that decrease the pre-
dicted attack probability include ip.ttl, tcp.srcport,
and tcp.window_size_value, with their SHAP val-
ues contributing negatively to the decision. Conversely, fea-
tures such as tcp.flags.push, mgtt.msgtype, and
mgtt.hdrflags slightly increase the attack probability, but
not sufficiently to cross the classification threshold. This fine-
grained interpretation highlights the transparency of our SG-
VAE model and how individual feature contributions align
with domain knowledge, aiding clinical and network experts
in validating model trustworthiness.

Furthermore, figure 5 shows the LIME explanation for a
single prediction classified as normal traffic with 100% confi-
dence. The most influential features contributing to this classi-
fication include f5-tcp.srcport, f49-ip.proto, and
f19-tcp.flags.syn, all having negative values, which
pull the decision toward the benign class. LIME provides
an interpretable linear approximation of the local decision
boundary, enabling domain experts to understand how specific
feature values influenced the model’s output. Unlike SHAP,
LIME does not guarantee global consistency, but it offers

Fig. 4. SHAP Force Plot Illustrating Feature Contributions

intuitive insight at the instance level, complementing the
SHAP-based interpretation.

Prediction probabilities

o [ 1.00
1

Feature Value

Fig. 5. LIME Explanation for an Instance

B. Comparison With Other Studies

Table V shows the performance of the proposed SG-VAE
model in comparison with existing studies using the IoT-
Flock dataset. While prior methods such as RF, LSSOA,
GRU, and D-GRU show strong accuracy, ranging from 0.9633
to 0.9995, they lack support for XAI, which is crucial in
healthcare applications. In comparison, SG-VAE not only
achieves near-perfect accuracy 1.0040.00, but also incor-
porates XAl for transparent decision-making. Furthermore, it
demonstrates high throughput, processing 54,286 samples per
second, making it suitable for real-time deployment. Note that
the results in Table V are indicative, as they may vary with
preprocessing, dataset splits, or hardware environments.

TABLE V
COMPARISON WITH OTHER STUDIES

Ref. Year Method Dataset Accuracy XAI TP
[14] 2021 RF ToT-Flock 0.9951 X -
[17] 2023 LSSOA  IoT-Flock 0.9959 X -
[16] 2024 GRU ToT-Flock 0.9995 X -
[18] 2025 D-GRU  IoT-Flock 0.9633 X -
Our 2025 SG-VAE IoT-Flock ~1.00 £0.00 v 54286




First International Workshop on Generative and eXplainable Artificial Intelligence for Networking 2025

VII. CONCLUSION & FUTURE DIRECTIONS

To tackle IoMT security challenges, this study proposes
an Al-based approach that is both highly accurate and
lightweight, making it suitable for resource-constrained net-
works. With integrated explainability features, the framework
is designed to be trustworthy and transparent. Through ex-
tensive experimentation, the proposed SG-VAE model, using
a decoder-less architecture during inference, achieved near-
perfect accuracy (~1.00). SHAP and LIME were employed
to interpret the model’s decision-making process and to high-
light key protocol features relevant to IoMT attack detection.
The lightweight architecture also enables high throughput,
processing 54,286 samples per second, while maintaining
minimal RAM and CPU usage. Despite its strong contribu-
tions, the study lacks real-time deployment, leaving accuracy
and throughput untested in live settings. Future work will
address this by deploying the model on a real-time testbed
and incorporating continual learning to enhance adaptability.
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